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Abstract	
The	rapid	advancement	of	digital	technologies	has	led	to	the	emergence	of	the	dark	web	as	a	distinct	and	anonymised	
segment	of	the	internet,	raising	signi;icant	concerns	within	the	domain	of	cyber	law	and	criminal	liability.	While	existing	
scholarship	has	examined	cybercrime	broadly,	 there	remains	 limited	doctrinal	analysis	speci;ically	addressing	dark	
web-related	legal	challenges	within	the	Indian	legal	framework,	a	gap	this	study	seeks	to	address.	The	study	aims	to	
examine	the	 legal	dimensions	of	activities	associated	with	the	dark	web	within	the	 framework	of	 Indian	cyber	and	
criminal	 law.	 The	 research	 adopts	 a	 doctrinal	 and	 analytical	methodology,	 relying	 on	 statutory	 provisions,	 judicial	
decisions,	and	academic	literature	to	evaluate	the	applicability	of	existing	legal	frameworks.	The	;indings	indicate	that	
while	 the	 Information	 Technology	 Act,	 2000,	 the	 Bharatiya	 Nyaya	 Sanhita,	 2023,	 and	 evidentiary	 laws	 provide	 a	
foundational	 basis	 for	 addressing	 cyber	 offences,	 their	 application	 in	 anonymised	 and	 decentralised	 digital	
environments	presents	signi;icant	interpretative	and	practical	challenges.	Key	issues	identi;ied	include	dif;iculties	in	
attribution	 of	 liability,	 jurisdictional	 limitations	 in	 cross-border	 offences,	 and	 constraints	 in	 the	 collection	 and	
admissibility	 of	 digital	 evidence.	The	 study	 further	highlights	 that	 enforcement	 challenges,	 including	 limitations	 in	
forensic	infrastructure	and	dependence	on	international	cooperation	mechanisms,	signi;icantly	affect	the	effectiveness	
of	 legal	 responses.	 It	 is	 concluded	 that	 effective	 regulation	 of	 dark	 web-related	 activities	 requires	 a	 coordinated	
approach	involving	legislative	reform,	institutional	capacity	building,	and	technological	integration	to	ensure	robust	
cybercrime	governance	in	India.	
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Introduction	
The	rapid	advancement	of	digital	technologies	has	
given	 rise	 to	 new	 and	 complex	 digital	
environments,	 among	 which	 the	 dark	 web	
represents	 a	particularly	distinct	 and	 challenging	
domain.	Functioning	through	encrypted	networks	
and	specialised	protocols,	the	dark	web	enables	a	
high	 degree	 of	 user	 anonymity	 and	 secure	 data	
exchange,	 thereby	 differentiating	 itself	 from	 the	
surface	 web	 that	 is	 accessible	 through	
conventional	 search	 engines	 (1).	 Scholarly	
discourse	has	increasingly	examined	the	structural	
and	 functional	 dimensions	 of	 the	 dark	 web,	
particularly	 its	 role	 in	 facilitating	both	 legitimate	
and	 illicit	 activities.	 On	 one	 hand,	 it	 serves	 as	 a	
platform	 for	 privacy	 protection,	 secure	
communication,	 and	 information	 exchange	 in	
contexts	 such	 as	 whistleblowing	 and	 political	
dissent.	On	the	other	hand,	it	has	been	associated	
with	 cybercrime,	 including	 illegal	 trade,	 data	
breaches,	Binancial	fraud,	and	other	forms	of	digital	
misconduct	(2,	3).	For	the	purposes	of	 this	study,	
dark	 web-related	 activities	 are	 understood	 to	
encompass	 three	 distinct	 categories:	 legitimate	

anonymous	 usage,	 including	 privacy	 protection	
and	 secure	 communication;	 cybercriminal	
operations,	including	illegal	trade,	Binancial	fraud,	
and	data	breaches;	and	unauthorised	transactions	
conducted	 through	anonymous	platforms	beyond	
the	 reach	 of	 conventional	 regulatory	 oversight.	
Studies	 have	 highlighted	 that	 anonymity	 and	
encryption	 embedded	 within	 dark	 web	
infrastructures	signiBicantly	complicate	regulatory	
oversight	and	law	enforcement	efforts	(1,	2).	From	
a	 legal	 perspective,	 the	 emergence	 of	 such	
anonymised	digital	environments	poses	signiBicant	
challenges	 to	 traditional	 frameworks	 of	 criminal	
liability,	 which	 are	 typically	 premised	 on	
identiBiable	 actors,	 clearly	 attributable	 conduct,	
and	 territorially	 bounded	 jurisdiction.	 Existing	
literature	in	cyber	law	suggests	that	the	application	
of	conventional	legal	principles	to	digital	contexts	
requires	 careful	 adaptation,	 especially	 in	 relation	
to	 issues	 of	 intent,	 participation,	 and	 evidentiary	
standards	 in	 cyberspace	 (4).	 The	 complexity	 of	
digital	 evidence,	 including	 its	 collection,	
preservation,	and	admissibility,	further	adds	to	the		
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challenges	 faced	 by	 legal	 systems	 in	 addressing	
cyber	offences	effectively	(5).	In	the	Indian	context,	
the	 legal	 framework	 governing	 cyber	 activities	 is	
primarily	anchored	in	the	Information	Technology	
Act,	 2000,	 supplemented	 by	 provisions	 of	 the	
Indian	 Penal	 Code,	 1860,	 now	 replaced	 by	 the	
Bharatiya	 Nyaya	 Sanhita,	 2023	 (6),	 along	 with	
relevant	 evidentiary	 laws.	 While	 these	 legal	
instruments	 provide	 a	 foundational	 structure	 for	
regulating	cyber	offences,	they	were	developed	in	
a	 technological	 environment	 that	 did	 not	 fully	
anticipate	 the	 rise	 of	 anonymised	 and	
decentralised	networks	such	as	the	dark	web	(7,	8).	
Consequently,	 their	 application	 in	 such	 contexts	
raises	concerns	regarding	the	adequacy	of	existing	
provisions	 in	 addressing	 issues	 of	 attribution,	
jurisdiction,	digital	evidence,	and	enforcement.	
The	challenges	posed	by	the	dark	web	are	further	
intensiBied	by	its	cross-border	nature,	which	often	
involves	 multiple	 jurisdictions	 and	 necessitates	
reliance	on	international	cooperation	mechanisms.	
Scholarly	analyses	have	pointed	out	that	delays	in	
mutual	 legal	 assistance	 processes,	 coupled	 with	
differences	 in	 national	 legal	 frameworks,	 may	
hinder	 effective	 investigation	 and	 prosecution	 of	
cyber	 offences	 (9,	 10).	 At	 the	 international	 level,	
instruments	 such	as	 the	Budapest	Convention	on	
Cybercrime,	 2001	 (11),	 and	 the	 European	 Union	
Directive	on	Attacks	Against	Information	Systems	
(2013/40/EU)	 represent	 attempts	 to	 address	
these	 challenges	 through	 harmonised	 regulatory	
frameworks.	 At	 the	 same	 time,	 limitations	 in	
forensic	 infrastructure,	 technical	 expertise,	 and	
institutional	 capacity	 continue	 to	 affect	 the	
practical	 implementation	 of	 cyber	 laws,	
particularly	in	complex	digital	environments.	
Against	this	backdrop,	the	research	objective	of	the	
present	study	is	to	examine	the	legal	dimensions	of	
activities	associated	with	the	dark	web	within	the	
framework	of	 Indian	cyber	and	criminal	 law.	The	
study	seeks	to	analyse	the	nature	and	functioning	
of	the	dark	web,	evaluate	the	structure	of	criminal	
liability	under	Indian	law,	assess	the	applicability	
of	 existing	 legal	 provisions	 in	 addressing	 issues	
such	 as	 attribution,	 jurisdiction,	 and	 digital	
evidence,	 and	 identify	 key	 legal	 gaps	 and	
enforcement	 challenges	 in	 regulating	 such	
activities.	The	selection	of	statutory	provisions	and	
judicial	 precedents	 examined	 in	 this	 study	 is	
informed	by	their	direct	relevance	to	the	identiBied	
research	questions,	their	foundational	signiBicance	

within	 the	 Indian	 cyber	 and	 criminal	 law	
framework,	 and	 their	 applicability	 to	 the	
regulatory	challenges	posed	by	anonymised	digital	
environments.	
In	 this	context,	 the	study	addresses	the	 following	
research	questions:	
RQ1:	 What	 is	 the	 nature	 and	 functioning	 of	 the	
dark	web	in	contemporary	digital	environments?	
RQ2:	 How	 is	 criminal	 liability	 structured	 under	
Indian	law	in	relation	to	cyber	activities?	
RQ3:	To	what	extent	are	existing	 legal	provisions	
adequate	 in	 addressing	 activities	 associated	with	
the	 dark	 web,	 particularly	 with	 respect	 to	
attribution,	jurisdiction,	and	digital	evidence?	
RQ4:	 What	 are	 the	 key	 legal	 and	 enforcement	
challenges	in	regulating	dark	web-related	activities	
in	India?	
Implications	and	Contributions	
This	 study	 contributes	 to	 the	 doctrinal	 legal	
scholarship	 on	 cybercrime	 regulation	 in	 India	 by	
providing	a	structured	analysis	of	 the	nature	and	
functioning	 of	 the	 dark	 web,	 the	 framework	 of	
criminal	 liability	 under	 Indian	 law,	 and	 the	
adequacy	of	existing	legal	provisions	in	addressing	
attribution,	 jurisdiction,	 and	 digital	 evidence	 in	
anonymised	 digital	 environments.	 The	 Bindings	
carry	 implications	 for	 legislative	 reform,	
particularly	 in	 relation	 to	 the	 Information	
Technology	 Act,	 2000	 and	 the	 Bharatiya	 Nyaya	
Sanhita,	2023,	and	for	strengthening	 institutional	
and	 forensic	 capacities	 of	 enforcement	 agencies.	
The	study	 further	contributes	 to	policy	discourse	
on	 international	 cooperation	 mechanisms,	
including	 Mutual	 Legal	 Assistance	 Treaties	
(MLAT),	in	the	context	of	transnational	cybercrime.	
It	 is	 anticipated	 that	 the	 analysis	 will	 be	 of	
relevance	 to	 legal	 scholars,	 policymakers,	 and	
enforcement	 agencies	 engaged	 with	 cybercrime	
regulation	in	India	and	the	broader	Global	South.	
	

Methodology	
Research	Design	
This	 study	 adopts	 a	 doctrinal	 and	 analytical	
research	 methodology,	 focusing	 on	 the	
examination	and	interpretation	of	legal	principles	
governing	activities	associated	with	the	dark	web	
within	the	framework	of	 Indian	 law.	The	primary	
emphasis	 is	 on	 analysing	 the	 concept	 of	 criminal	
liability	in	cyber	environments,	particularly	in	the	
context	 of	 challenges	 arising	 from	 anonymised	
digital	settings.	
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The	research	is	descriptive	and	analytical	in	nature.	
It	explains	 the	 functioning	of	 the	dark	web	while	
assessing	the	adequacy	of	existing	legal	provisions.	
The	study	does	not	involve	empirical	investigation	
and	is	based	on	legal	reasoning	to	examine	issues	
relating	 to	 criminal	 liability,	 jurisdiction,	 and	
evidentiary	standards.	The	doctrinal	methodology	
employed	 in	 this	 study	 involves	 three	 analytical	
steps:	 Birst,	 identiBication	 of	 relevant	 statutory	
provisions	 and	 judicial	 precedents;	 second,	
systematic	interpretation	of	these	sources	in	light	
of	 the	 regulatory	 challenges	 posed	 by	 the	 dark	
web;	and	third,	critical	evaluation	of	the	adequacy	
of	existing	legal	frameworks	against	identiBied	gaps	
and	enforcement	challenges.	
Sources	of	Data	
This	 study	 is	 based	 on	 secondary	 data	 sources,	
including	statutory	provisions,	judicial	precedents,	
and	 academic	 literature.	 The	 primary	 legal	
framework	 examined	 comprises	 the	 Information	
Technology	 Act,	 2000,	 along	 with	 relevant	
provisions	 of	 the	 Bharatiya	 Nyaya	 Sanhita,	 2023	
(6),	 and	 other	 applicable	 laws	 governing	 cyber	
activities	in	India.	These	statutes	were	selected	on	
the	 basis	 of	 their	 foundational	 and	 operative	
signiBicance	within	India's	cyber	and	criminal	law	
framework,	their	direct	applicability	to	the	offence	
categories	 most	 commonly	 associated	 with	 dark	
web	activity,	and	their	centrality	to	existing	judicial	
interpretation	of	digital	offences	in	India.	
Judicial	decisions	of	Indian	courts	are	analysed	to	
understand	 the	 interpretation	 and	 application	 of	
cyber	law	and	criminal	liability.	Key	cases	include		
a) Shreya	Singhal	v.	Union	of	India	(12),		
b) Anvar	P.V.	v.	P.K.	Basheer	(5),		
c) Avnish	Bajaj	v.	State	(N.C.T.)	of	Delhi	(13),	and		
d) K.S.	Puttaswamy	v.	Union	of	India	(14).		
These	 cases	 were	 selected	 on	 the	 basis	 of	 the	
following	 criteria:	 their	 direct	 relevance	 to	 the	
intersection	of	digital	 technology	and	criminal	or	
constitutional	 law;	 their	 authoritative	 status	 as	
Supreme	Court	or	High	Court	decisions	that	have	
shaped	the	interpretation	of	cyber	law	in	India;	and	
their	 speciBic	 applicability	 to	 the	 issues	 of	 digital	
evidence,	 intermediary	 liability,	 free	 expression,	
and	the	right	to	privacy	—each	of	which	has	direct	
bearing	on	the	regulatory	challenges	examined	in	
this	study.	
The	 study	 also	 incorporates	 secondary	 academic	
sources,	 including	 books,	 peer-reviewed	 journal	

articles,	and	policy	reports,	to	provide	conceptual	
clarity	and	contextual	understanding.	
Scope	of	the	Study	
The	 study	 is	 conBined	 to	 the	 Indian	 legal	 system,	
with	particular	focus	on	the	applicability	of	cyber	
and	criminal	laws	to	activities	associated	with	the	
dark	web.	 It	 examines	 issues	 relating	 to	 criminal	
liability,	 jurisdiction,	 attribution,	 and	 digital	
evidence	within	anonymised	digital	environments.	
Limited	reference	 to	 international	perspectives	 is	
made	only	for	conceptual	clarity.	
Limitations	
The	 study	 is	 based	 exclusively	 on	 secondary	
sources	and	does	not	involve	primary	or	empirical	
data	 collection.	 It	 adopts	 a	 doctrinal	 approach,	
focusing	on	 legal	 interpretation	rather	than	Bield-
based	investigation.	The	anonymous	nature	of	the	
dark	web	limits	the	availability	of	veriBiable	case-
speciBic	information.	The	scope	is	restricted	to	the	
Indian	 legal	 framework	 and	 does	 not	 include	
detailed	 comparative	 analysis	 or	 access	 to	
conBidential	 enforcement	 data.	 More	 broadly,	
doctrinal	 legal	 research	 carries	 inherent	
epistemological	 limitations	 that	 warrant	
acknowledgement.	As	 a	methodology,	 it	 relies	 on	
the	 interpretation	of	authoritative	 legal	 texts	and	
judicial	 reasoning,	 and	 does	 not	 engage	with	 the	
lived	 realities	 of	 enforcement,	 the	 experiences	 of	
affected	individuals,	or	empirically	veriBiable	data	
on	the	prevalence	and	nature	of	dark	web-related	
offences.	 The	 Bindings	 of	 this	 study	 are	 therefore	
interpretive	and	analytical	in	nature,	and	should	be	
understood	 as	 contributions	 to	 legal	 scholarship	
rather	 than	 as	 empirical	 determinations	 of	 fact.	
Additionally,	 the	 rapidly	 evolving	 technological	
landscape	 of	 the	 dark	 web	 means	 that	 legal	
analysis	 conducted	 at	 a	 given	 point	 in	 time	may	
require	 periodic	 revision	 as	 new	 judicial	
interpretations,	 legislative	 developments,	 or	
technological	 changes	 emerge.	 These	 limitations	
are	acknowledged	as	inherent	to	the	methodology	
adopted	and	do	not	diminish	the	scholarly	value	of	
the	doctrinal	approach	in	identifying	legal	gaps	and	
informing	policy	discourse.	
	

	
	
	
	
	



Singh	et	al.,																																																																																																																																																								Vol	7	ǀ	Issue	3	
 

 52 

Results		
The	present	 study,	based	on	doctrinal	 analysis	of	
statutory	 provisions,	 judicial	 decisions,	 and	
relevant	 academic	 literature,	 yields	 the	 following	
Bindings:	
Nature	of	the	Dark	Web	
The	 dark	 web	 operates	 as	 an	 anonymised	 and	
encrypted	 segment	 of	 the	 internet,	 characterised	
by	 decentralisation	 and	 restricted	 accessibility.	
Existing	scholarship	on	hidden	internet	structures	
highlights	 that	 such	 environments	 limit	
traceability	 and	 user	 identiBication,	 thereby	
complicating	 regulatory	 oversight	 and	 legal	
intervention	 (1).	 The	 dual-use	 nature	 of	 such	
networks	 is	 recognised	 in	 academic	 discourse,	
where	 legitimate	 uses	 —	 including	 privacy	
protection	 and	 secure	 communication	—	 coexist	
with	 activities	 that	 may	 raise	 concerns	 under	
cybercrime	 frameworks	 (2,	 3).	 SpeciBically,	 dark	
web	 activities	 may	 be	 categorised	 as:	 Birst,	
legitimate	 anonymous	 usage	 by	 journalists,	
whistle-blowers,	 and	 privacy-conscious	
individuals;	 second,	 cybercriminal	 operations	
including	 drug	 trafBicking,	 weapons	 trade,	 and	
Binancial	 fraud;	 and	 third,	 unauthorised	
transactions	 on	 anonymous	 platforms	 involving	
stolen	 data,	 malware,	 and	 illicit	 services.	 This	
tripartite	distinction	is	signiBicant	from	a	doctrinal	
standpoint,	as	the	legal	response	to	each	category	
requires	 a	 different	 regulatory	 approach	 under	
Indian	 law.	 This	 duality	 presents	 a	 regulatory	
challenge,	 as	 Indian	 law	 does	 not	 distinguish	
between	lawful	and	unlawful	use	of	anonymisation	
technologies,	 creating	 interpretative	ambiguity	 in	
the	application	of	existing	provisions.	
Challenges	to	Traditional	Criminal	
Liability	
The	 study	 Binds	 that	 traditional	 principles	 of	
criminal	 liability	 —	 premised	 on	 identiBiable	
actors,	 attributable	 conduct,	 and	 clearly	
established	 intent	 —	 encounter	 signiBicant	
interpretative	 challenges	 in	 anonymised	 digital	
environments.	The	Bharatiya	Nyaya	Sanhita,	2023	
(6),	 like	 its	 predecessor	 the	 Indian	 Penal	 Code,	
1860,	 does	 not	 contain	 provisions	 speciBically	
addressing	 offences	 committed	 through	
anonymised	 networks.	 Contemporary	 cyber	 law	
scholarship	 emphasises	 that	 attribution	 of	 intent	
and	 participation	 becomes	 complex	 in	
decentralised	 and	 encrypted	 networks,	 requiring	

adaptive	interpretation	of	legal	doctrines	(4).	The	
absence	 of	 explicit	 statutory	 guidance	 on	
anonymised	 environments	 indicates	 a	 legislative	
gap	 that	 may	 affect	 the	 effectiveness	 of	 criminal	
prosecution	in	dark	web-related	cases.	
Limitations	of	the	Existing	Legal	
Framework	
The	 Information	 Technology	 Act,	 2000	 provides	
the	 primary	 statutory	 basis	 for	 addressing	 cyber	
offences	in	India.	However,	the	Act	was	enacted	in	
a	 technological	 context	 that	 did	 not	 anticipate	
anonymised	 and	 decentralised	 network	
architectures	such	as	the	dark	web.	Section	66	of	
the	 IT	 Act,	 which	 addresses	 computer-related	
offences,	 and	 Section	 67,	which	 governs	 obscene	
material	 in	 electronic	 form,	 do	 not	 contain	
provisions	 speciBically	 addressing	 attribution	
difBiculties	 in	anonymised	environments.	 	Section	
66A,	which	was	struck	down	 in	Shreya	Singhal	v.	
Union	of	India	(2015)	5	SCC	1	(12)	on	grounds	of	
unconstitutional	 vagueness,	 and	 Section	 66B,	
which	 addresses	 receiving	 stolen	 computer	
resources,	 similarly	 reBlect	 the	 limitations	 of	 a	
legislative	 framework	 that	 did	 not	 anticipate	 the	
structural	 complexity	 of	 anonymised	 networks	
(15).	Recent	doctrinal	analyses	of	India's	cyber	law	
framework	 highlight	 accountability	 gaps,	
regulatory	 limitations,	 and	 challenges	 in	
addressing	 emerging	 forms	 of	 cybercrime	within	
such	 digital	 ecosystems	 (8,	 16,	 17).	 These	 gaps	
suggest	 that	 the	 existing	 framework	may	 require	
legislative	 clariBication	 to	 remain	 effective	 in	 the	
context	of	evolving	digital	threats.	
Attribution	and	Jurisdictional	
Constraints	
Attribution	 remains	 a	 critical	 doctrinal	 challenge	
due	to	the	use	of	anonymisation	technologies	and	
decentralised	infrastructures	inherent	in	dark	web	
operations.	Under	Indian	law,	establishing	criminal	
liability	 requires	 proof	 of	 identity	 and	 direct	
linkage	between	an	accused	and	a	speciBic	act	—	a	
standard	 that	 anonymised	 environments	
signiBicantly	 complicate.	 Literature	 on	 cross-
border	 cybercrime	 and	 international	 law	
highlights	 those	 jurisdictional	 complexities	 arise	
when	offences	 span	multiple	 legal	 systems,	 often	
limiting	effective	enforcement	(10,	18,	19).	The	IT	
Act,	2000	does	not	contain	an	explicit	effects-based	
jurisdictional	 provision	 capable	 of	 addressing	
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offences	 originating	 outside	 Indian	 territory	
through	anonymous	networks,	further	limiting	the	
reach	of	Indian	law	in	cross-border	dark	web	cases.	
Evidentiary	Challenges	
The	 admissibility	 of	 digital	 evidence	 in	 Indian	
courts	 is	 governed	 by	 the	 Indian	 Evidence	 Act,	
1872,	 as	 amended,	 and	 subsequently	 by	 the	
Bharatiya	 Sakshya	 Adhiniyam,	 2023	 (20).	 The	
Supreme	Court	in	Anvar	P.V.	v.	P.K.	Basheer	(2014)	
10	 SCC	 473	 reinforced	 the	 importance	 of	
procedural	 compliance	 and	 certiBication	
requirements	for	electronic	records	(4).	However,	
evidence	originating	from	dark	web	environments	
presents	particular	challenges,	as	the	anonymised	
and	 encrypted	 nature	 of	 such	 networks	
complicates	the	establishment	of	authenticity	and	
integrity	of	digital	records.	Contemporary	research	
on	 digital	 forensics	 and	 evidentiary	 practices	
highlights	 practical	 challenges	 in	 collection,	
preservation,	 and	 admissibility	 of	 such	 evidence,	
particularly	in	anonymised	environments	(21,	22).	
This	 indicates	a	gap	between	existing	evidentiary	
standards	 and	 the	practical	 realities	 of	 dark	web	
investigations.	
Enforcement	and	Investigative	
Limitations	
The	 study	 identiBies	 signiBicant	 practical	
constraints	 in	 enforcement,	 including	 limitations	
in	forensic	infrastructure,	technical	expertise,	and	
investigative	 capacity	 among	 Indian	 law	
enforcement	 agencies.	 Research	 on	 cybercrime	
policing	 and	 investigation	 suggests	 that	 agencies	
face	 increasing	 difBiculty	 in	 tracking	 offenders	
within	encrypted	and	decentralised	networks	(23,	
24).	These	limitations	are	further	compounded	by	
the	absence	of	a	dedicated	institutional	framework	
for	dark	web	 investigations	 in	 India,	and	 indicate	
that	 legislative	 reform	 alone	 may	 be	 insufBicient	
without	 corresponding	 institutional	 capacity	
building.	
Dependence	on	International	
Cooperation	
Cybercrime	 involving	 the	 dark	 web	 frequently	
requires	 cross-border	 cooperation	 due	 to	 the	
transnational	 nature	 of	 such	 networks.	 India's	
primary	 mechanism	 for	 international	 legal	
cooperation	in	criminal	matters	is	the	Mutual	Legal	
Assistance	 Treaty	 (MLAT)	 framework.	 Literature	
on	 transnational	 cybercrime	 indicates	 that	MLAT	
mechanisms	 are	 often	 constrained	by	 procedural	

delays,	jurisdictional	limitations,	and	coordination	
challenges,	 affecting	 timely	 investigation	 and	
prosecution	(9,	18).	India	has	entered	into	MLATs	
with	 a	 limited	 number	 of	 jurisdictions,	 and	 the	
absence	of	comprehensive	bilateral	arrangements	
with	key	technology-hosting	countries	may	further	
limit	the	effectiveness	of	cross-border	enforcement	
in	dark	web	cases.	
Structural	Gap	Between	Technology,	
Law	and	Enforcement	
The	 study	 identiBies	 a	 broader	 structural	 gap	
between	 technological	 advancements,	 existing	
legal	frameworks,	and	enforcement	capabilities	in	
the	 Indian	 context.	 The	 IT	 Act,	 2000	 and	 the	
Bharatiya	Nyaya	Sanhita,	2023,	while	providing	a	
foundational	 legal	 basis,	 were	 not	 designed	 to	
address	the	speciBic	regulatory	challenges	posed	by	
anonymised	 and	 decentralised	 digital	
environments.	 Scholarly	 work	 suggests	 that	 this	
misalignment	 results	 in	 regulatory	 inefBiciencies,	
particularly	 in	 rapidly	 evolving	 digital	
environments	 where	 technological	 developments	
outpace	legal	adaptation	(4,	16,	19).	This	structural	
gap	indicates	the	need	for	a	coordinated	legislative,	
institutional,	and	technological	response	to	ensure	
effective	cybercrime	governance	in	India.	
Summary	of	Findings	
The	effectiveness	of	criminal	liability	in	regulating	
dark	web-related	 activities	 in	 India	 is	 shaped	 by	
the	 interaction	 of	 technological	 anonymity,	
evolving	 legal	 frameworks,	 and	 enforcement	
limitations.	 The	 doctrinal	 analysis	 indicates	 that	
while	 foundational	 legal	 provisions	 exist,	 speciBic	
legislative	 gaps	 in	 attribution,	 jurisdiction,	
evidentiary	 standards,	 and	 institutional	 capacity	
may	signiBicantly	limit	their	practical	effectiveness.	
This	 indicates	the	need	for	adaptive,	coordinated,	
and	 technologically	 informed	 regulatory	
approaches.	
	

Discussion		
The	 Bindings	 of	 the	 present	 study	 collectively	
indicate	 that	 the	 Indian	 legal	 framework,	 while	
providing	 a	 foundational	 basis	 for	 addressing	
cyber	offences,	confronts	signiBicant	interpretative	
and	structural	challenges	in	the	speciBic	context	of	
dark	web-related	activities.	The	structural	features	
of	 anonymised	 and	 decentralised	 networks	 —	
including	 encryption,	 restricted	 traceability,	 and	
cross-border	operation	—	do	not	map	neatly	onto	
the	attribution-based	premises	of	criminal	liability	
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under	either	the	Bharatiya	Nyaya	Sanhita,	2023,	or	
the	 Information	 Technology	 Act,	 2000.	 This	
misalignment	 suggests	 that	 existing	 legal	
provisions,	 though	 applicable	 in	 principle,	 may	
require	 purposive	 and	 adaptive	 judicial	
interpretation	in	the	absence	of	targeted	legislative	
reform	(4,	6).	These	Bindings	are	broadly	consistent	
with	 earlier	 scholarship	 on	 the	 limitations	 of	
conventional	 criminal	 law	 frameworks	 in	 digital	
environments.	It	has	been	argued	in	past	research	
that	 criminal	 liability	 doctrines	 premised	 on	
physical	 presence	 and	 identiBiable	 actors	 require	
fundamental	 reconceptualisation	 in	 cyberspace	
(4),	 a	 position	 that	 the	 present	 study's	 doctrinal	
analysis	 afBirms	 speciBically	 in	 the	 context	 of	
anonymised	 dark	 web	 environments.	 Similarly,	
comparable	 accountability	 gaps	 in	 India's	 cyber	
law	framework	have	been	identiBied	in	past	studies	
(8,	 16),	 and	 the	 present	 study	 extends	 these	
observations	 by	 grounding	 them	 in	 a	 systematic	
analysis	of	speciBic	statutory	provisions	and	their	
interpretive	limitations.	
The	 dual-use	 nature	 of	 the	 dark	 web	 presents	 a	
further	 doctrinal	 complexity.	 As	 scholarship	 has	
recognised,	 anonymisation	 technologies	 serve	
both	legitimate	and	potentially	unlawful	purposes	
(2).	 Any	 regulatory	 response	 must	 therefore	 be	
proportionate	and	carefully	calibrated	to	avoid	the	
unintended	consequence	of	criminalising	privacy-
protective	 conduct.	 The	 Supreme	 Court's	
recognition	of	the	right	to	privacy	as	a	fundamental	
right	 in	K.S.	Puttaswamy	v.	Union	of	 India	(2017)	
10	SCC	1	is	particularly	signiBicant	in	this	context,	
as	 it	 suggests	 that	 regulatory	measures	 targeting	
anonymised	 networks	 must	 satisfy	 the	 tests	 of	
legality,	necessity,	and	proportionality	established	
by	 the	 Court	 (14).	 This	 constitutional	 constraint	
distinguishes	 India's	 regulatory	 context	 from	
jurisdictions	 such	 as	 the	 United	 Kingdom,	where	
the	 Investigatory	 Powers	 Act	 2016	 permits	
broader	surveillance	authority,	and	 the	European	
Union,	 where	 the	 General	 Data	 Protection	
Regulation	(GDPR)	creates	a	parallel	framework	of	
data	 rights	 that	 coexists	 with	 cybercrime	
enforcement.	The	 tension	between	privacy	 rights	
and	regulatory	imperatives	identiBied	in	this	study	
reBlects	 a	 structural	 challenge	 that	 comparative	
scholarship	 has	 also	 noted	 in	 other	 democratic	
jurisdictions	 (9).	 This	 constitutional	 dimension	
introduces	an	important	constraint	on	the	scope	of	

permissible	 legislative	 intervention	 in	 the	 dark	
web	domain.	
The	 study's	 Bindings	 regarding	 legislative	 gaps	 in	
attribution,	jurisdiction,	and	evidentiary	standards	
are	 consistent	 with	 observations	 in	 comparative	
legal	scholarship	(8,	16).	Jurisdictions	such	as	the	
United	Kingdom,	through	the	Computer	Misuse	Act	
1990	 as	 amended,	 and	 the	 European	 Union,	
through	 the	 Directive	 on	 Attacks	 Against	
Information	 Systems	 (2013/40/EU),	 have	
developed	 more	 targeted	 legislative	 instruments	
addressing	 cybercrime	 in	 anonymised	
environments.	 The	 Budapest	 Convention	 on	
Cybercrime,	 2001	 (11),	 to	 which	 India	 is	 not	 a	
signatory,	 provides	 an	 internationally	 recognised	
framework	 for	harmonising	 cybercrime	 laws	and	
facilitating	 cross-border	 cooperation	 (9).	 A	
comparison	 of	 India's	 legal	 framework	 with	 the	
Budapest	 Convention	 reveals	 three	 speciBic	 areas	
of	divergence:	Birst,	the	absence	of	an	effects-based	
jurisdictional	 clause	 in	 the	 IT	 Act,	 2000,	 which	
contrasts	 with	 Article	 22	 of	 the	 Budapest	
Convention;	 second,	 the	 absence	 of	 provisions	
speciBically	 addressing	 offences	 committed	
through	 anonymised	 networks,	 which	 the	
Convention	 addresses	 through	 its	 substantive	
offence	 provisions;	 and	 third,	 India's	 limited	
bilateral	 cybercrime	 cooperation	 architecture,	
which	contrasts	with	the	Convention's	established	
mutual	 assistance	 framework.	 These	 divergences	
are	 not	 merely	 technical	 —	 they	 represent	
structural	 gaps	 that	may	materially	 affect	 India's	
capacity	 to	 investigate	 and	 prosecute	 dark	 web	
offences	 with	 cross-border	 dimensions.	 India's	
non-accession	to	the	Budapest	Convention	may	be	
noted	 as	 a	 structural	 factor	 that	 limits	 the	
availability	 of	 established	 international	
cooperation	mechanisms,	 including	 the	enhanced	
cooperation	 framework	 established	 under	 the	
Second	 Additional	 Protocol	 to	 the	 Budapest	
Convention	 (25),	 though	 this	 requires	 careful	
contextualisation	 given	 India's	 stated	 concerns	
regarding	 data	 sovereignty	 and	 jurisdictional	
autonomy.	
The	 certiBication	 requirements	 for	 electronic	
evidence	 established	 in	Anvar	 P.V.	 v.	 P.K.	 Basheer	
(2014)	10	SCC	473,	while	procedurally	sound,	may	
present	 practical	 challenges	 in	 dark	 web	
investigations	where	the	chain	of	digital	custody	is	
inherently	 difBicult	 to	 establish	 (5,	 21).	 Earlier	
scholarship	 has	 similarly	 noted	 practical	
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limitations	 in	 the	 application	 of	 evidentiary	
standards	to	digital	environments	(21,	22),	and	the	
present	 study	 reinforces	 these	 observations	 by	
identifying	 the	 speciBic	 challenges	 posed	 by	 the	
anonymised	 and	 encrypted	 nature	 of	 dark	 web	
evidence.	 The	 gap	 between	 existing	 evidentiary	
standards	and	the	practical	demands	of	dark	web	
investigations	 thus	 represents	 not	 merely	 a	
technical	 problem	 but	 a	 structural	 misalignment	
between	the	legal	framework	and	the	technological	
realities	it	seeks	to	govern.	
The	enforcement	challenges	identiBied	in	this	study	
suggest	that	legal	reform	alone	may	be	insufBicient	
to	address	dark	web-related	cybercrime	effectively.	
Research	indicates	that	law	enforcement	agencies	
require	 specialised	 forensic	 capabilities	 and	
institutional	frameworks	to	investigate	offences	in	
anonymised	digital	environments.	SigniBicant	gaps	
in	 India's	cybercrime	policing	 infrastructure	have	
been	 identiBied	 in	past	research	(23,	24),	and	the	
present	 study's	 Bindings	 corroborate	 these	
observations	while	extending	them	to	the	speciBic	
context	of	dark	web	investigations.	The	absence	of	
a	dedicated	institutional	framework	for	dark	web	
investigations	 represents	 a	 gap	 that	 legislative	
reform	 alone	 cannot	 address	 —	 it	 requires	 a	
coordinated	 investment	 in	 technical	 capacity,	
training,	 and	 inter-agency	 coordination.	 The	
dependence	 on	 MLAT	 mechanisms	 for	 cross-
border	 cooperation	 presents	 a	 further	 structural	
concern.	The	procedural	delays	and	jurisdictional	
limitations	 associated	 with	 existing	 MLAT	
frameworks	 (9,	 18)	 suggest	 the	 need	 for	 more	
streamlined	 bilateral	 arrangements,	 particularly	
with	 jurisdictions	 that	 host	 signiBicant	 dark	 web	
infrastructure.	
A	 recurring	 theme	 in	 the	 analysis	 is	 the	 tension	
between	effective	regulation	of	dark	web	activities	
and	 the	 protection	 of	 legitimate	 uses	 of	 privacy-
enhancing	technologies	(2,	4).	This	tension	 is	not	
unique	 to	 India	 —	 it	 reBlects	 a	 broader	 global	
challenge	 in	 cybercrime	 governance.	 The	 study	
suggests	 that	an	adaptive	regulatory	approach	—
one	 that	 integrates	 targeted	 legislative	
amendments,	 institutional	 capacity	 building,	 and	
technologically	informed	enforcement	practices	—
may	 offer	 a	 more	 sustainable	 framework	 for	
addressing	dark	web-related	criminal	activity	than	
broad	 prohibitory	 measures.	 Such	 an	 approach	
would	 need	 to	 remain	 consistent	 with	
constitutional	 guarantees	 of	 privacy	 and	

expression,	 and	 with	 India's	 obligations	 under	
international	human	rights	frameworks	(14).	
	

Conclusion		
This	study	set	out	to	examine	the	legal	dimensions	
of	 activities	 associated	with	 the	dark	web	within	
the	 framework	 of	 Indian	 cyber	 and	 criminal	 law,	
with	speciBic	focus	on	four	dimensions:	the	nature	
and	 functioning	of	 the	dark	web,	 the	structure	of	
criminal	liability	under	Indian	law,	the	adequacy	of	
existing	legal	provisions	in	addressing	attribution,	
jurisdiction,	 and	 digital	 evidence,	 and	 the	 key	
enforcement	 challenges	 facing	 regulatory	
authorities.	 Employing	 a	 doctrinal	 and	 analytical	
methodology,	 the	 study	 drew	 on	 statutory	
provisions,	 judicial	 precedents,	 and	 academic	
literature	 to	 systematically	 evaluate	 these	
dimensions	and	identify	areas	requiring	legislative,	
institutional,	and	policy	attention.	
The	analysis	indicates	that	while	the	existing	legal	
framework	 —	 comprising	 the	 Information	
Technology	Act,	2000,	the	Bharatiya	Nyaya	Sanhita,	
2023,	and	applicable	evidentiary	laws	—	provides	
a	foundational	basis	for	addressing	cyber	offences,	
its	 application	 in	 anonymised	 and	 decentralised	
digital	environments	presents	signiBicant	practical	
and	interpretative	challenges.	
The	study's	 Bindings	yield	 the	 following	doctrinal	
conclusions.	 First,	 the	 dark	web's	 architecture	 of	
anonymity,	 encryption,	 and	 decentralisation	
distinguishes	 it	 fundamentally	 from	 conventional	
digital	environments	and	limits	the	applicability	of	
standard	 regulatory	and	evidentiary	 frameworks.	
Second,	 the	 principles	 of	 criminal	 liability	 under	
Indian	 law	 requiring	 identiBiable	 actors,	
attributable	 conduct,	 and	 established	 intent	 —	
encounter	interpretative	difBiculties	in	anonymised	
environments	that	existing	statutory	provisions	do	
not	 adequately	 address.	Third,	 speciBic	 legislative	
gaps	 are	 identiBiable	 in	 the	 IT	 Act,	 2000	 and	 the	
Bharatiya	 Nyaya	 Sanhita,	 2023,	 particularly	 in	
relation	 to	 attribution	 of	 liability,	 effects-based	
jurisdiction,	 and	evidentiary	 standards	 for	digital	
records	 originating	 from	 encrypted	 networks.	
Fourth,	 enforcement	 limitations	 including	
constraints	 in	 forensic	 infrastructure,	 technical	
expertise,	 and	 international	 cooperation	
mechanisms	suggest	 that	 legislative	reform	alone	
may	 be	 insufBicient	 without	 corresponding	
institutional	strengthening.	
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On	 the	basis	of	 this	 analysis,	 the	 study	offers	 the	
following	policy	recommendations.	First,	targeted	
legislative	amendments	to	the	IT	Act,	2000	may	be	
considered	 to	 incorporate	 provisions	 speciBically	
addressing	 anonymised	 network	 environments,	
including	 explicit	 attribution	 standards	 and	 an	
effects-based	jurisdictional	clause	for	cross-border	
cyber	 offences.	 Second,	 evidentiary	 frameworks	
under	the	Bharatiya	Sakshya	Adhiniyam,	2023	may	
beneBit	from	procedural	clariBication	regarding	the	
admissibility	 of	 digital	 evidence	 collected	 from	
encrypted	 and	 anonymised	 sources,	 drawing	 on	
established	 judicial	 guidance	 in	 Anvar	 P.V.	 v.	 P.K.	
Basheer.	 Third,	 institutional	 capacity	 building	
within	 law	 enforcement	 agencies	 including	 the	
establishment	 of	 specialised	 cybercrime	 investi-
gation	 units	 with	 dedicated	 dark	 web	 forensic	
capabilities	may	contribute	meaningfully	 to	more	
effective	enforcement	outcomes.	Fourth,	India	may	
consider	 strengthening	 its	 bilateral	 legal	
cooperation	framework	through	the	negotiation	of	
cybercrime-speciBic	 mutual	 assistance	 arrange-
ments	 with	 key	 jurisdictions,	 to	 address	 the	
structural	 limitations	 of	 existing	 MLAT	
mechanisms.	
The	Bindings	of	this	study	carry	several	signiBicant	
implications	 for	 legal	 scholarship,	 policy,	 and	
practice.	For	legal	scholars,	the	study	contributes	a	
systematic	doctrinal	analysis	of	dark	web-related	
legal	 challenges	within	 the	 Indian	 framework	 an	
area	that	has	received	limited	dedicated	scholarly	
attention.	 For	 policymakers,	 the	 identiBication	 of	
speciBic	legislative	gaps	in	attribution,	jurisdiction,	
and	 evidentiary	 standards	 provides	 a	 foundation	
for	 targeted	 reform	 initiatives.	 For	 enforcement	
agencies,	 the	 study	 underscores	 the	 need	 for	
institutional	 capacity	 building	 and	 specialised	
forensic	infrastructure	as	necessary	complements	
to	 legislative	 action.	 More	 broadly,	 the	 study	
contributes	to	the	growing	body	of	scholarship	on	
cybercrime	 governance	 in	 the	 Global	 South,	
offering	 an	 India-speciBic	 analytical	 framework	
that	 may	 be	 of	 relevance	 to	 comparable	
jurisdictions	 navigating	 similar	 regulatory	
challenges.	
It	 is	 acknowledged	 that	 this	 study	 is	 based	
exclusively	 on	 secondary	 sources	 and	 adopts	 a	
doctrinal	 methodology,	 which	 necessarily	 limits	
the	 scope	 of	 empirical	 engagement	 with	
enforcement	 realities.	 The	 reliance	 on	 publicly	
available	legal	texts	and	academic	literature	means	

that	 the	 practical	 dimensions	 of	 dark	 web	
enforcement	—	 including	 investigative	 practices,	
prosecutorial	 strategies,	 and	 judicial	 decision-
making	remain	beyond	the	scope	of	 this	analysis.	
Additionally,	 the	 rapidly	 evolving	 nature	 of	 dark	
web	technologies	means	that	legal	frameworks	and	
enforcement	 practices	 may	 require	 continuous	
adaptation,	and	Bindings	presented	here	should	be	
understood	as	reBlective	of	the	legal	position	at	the	
time	 of	 writing.	 Future	 research	 may	 usefully	
extend	 this	 analysis	 through	 empirical	
investigation	of	law	enforcement	practices,	judicial	
decision-making	 in	 cyber	 cases,	 and	 comparative	
analysis	 of	 regulatory	 frameworks	 across	 Global	
South	 jurisdictions	 facing	 similar	 challenges.	
SpeciBic	areas	warranting	further	scholarly	inquiry	
include:	the	constitutional	dimensions	of	dark	web	
regulation	 under	 the	 privacy	 framework	
established	 in	K.S.	 Puttaswamy	v.	Union	of	 India;	
the	 potential	 application	 of	 effects-based	
jurisdiction	 doctrines	 in	 Indian	 cyber	 law;	 the	
development	of	evidentiary	standards	speciBically	
adapted	to	anonymised	digital	environments;	and	
the	 scope	 for	 India's	 engagement	 with	 interna-
tional	 cybercrime	 cooperation	 frameworks	 in	 a	
manner	 consistent	 with	 its	 data	 sovereignty	
concerns.	
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