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Abstract

The rapid advancement of the deep generative models has enabled the creation of highly realistic deepfake videos
capable of manipulating facial content with high visual fidelity. Detecting such manipulations becomes more
challenging when videos are stored or transmitted in compressed formats, as compression alters pixel-level artifacts
and may obscure forensic traces. This paper proposes a compression-aware multimodal deepfake detection framework
that jointly exploits spatial, frequency and motion information from compressed videos. The framework first extracts
frames and localizes facial regions using the Multitask Cascaded Convolutional Network (MTCNN) detector. Spatial
features are obtained from RGB frames using ConvNeXt, frequency-domain features are extracted from Discrete Cosine
Transform (DCT) representations using a Swin Transformer and temporal motion patterns are captured from motion
vectors using a 3D CNN combined with a Temporal Convolutional Network (TCN). In addition, codec-level artifacts
such as motion vectors and DCT coefficients are utilized to capture compression-induced inconsistencies associated
with manipulated content. The extracted features are integrated using an attention-based fusion module that
adaptively weights modality-specific representations before classification. By jointly modeling visual and codec-
domain information, the proposed framework achieves an accuracy (ACC) level 0of 99.63% and Area Under Curve (AUC)
of 99.83% on the FaceForensics++ (FF++) dataset, improving robustness to compression artifacts and enhances
deepfake detection performance across different compression levels.

Keywords: Attention-based Fusion, Compressed Video Forensics, DCT Features, Deepfake Detection, Motion
Vectors (Mvs), RGB Features.

Introduction

During the past decade, Internet traffic patterns
have changed remarkably from text-based pages to
multimedia-rich content. In addition, the rise of
multimedia social applications like Snapchat,
Instagram and TikTok is significantly influencing
our lives. It not only influences the quality of an
individual’s life but also enables them to share
their experiences in a better way. While
multimedia content benefits the entertainment
industry, artistic creativity and social interaction,
it also poses risks to political security, individual
privacy. The example of real and fake image has
been shown in Figures 1A and 1B where the face of
famous politician Volodymyr Zelensky (the
president of Ukraine) has been altered. It is barely
possible to notice anything unusual with the naked
eye (1). At the same time, deepfake technology
aggravates the major crisis of public trust which
may further lead to the exposure of personal data,
fraudulent telecommunications activities and
harm to social justice. Nowadays, social media

platforms rely mostly on compressed videos, as
uncompressed videos consume a lot of storage
whereas device memory is limited. When a user
uploads a video on social media platforms like
TikTok, Snapchat and Instagram, the platforms
automatically compress it.
videos using platforms like WeChat, they often face
file size restriction. Because of this restriction, they
have to reduce the size of the video before
uploading where it becomes challenging to detect
such deepfake videos. While compressing, high
frequency information is lost and quantization
noise is added. Hence, when tested on compressed
videos, high quality video detectors may suffer
from significant performance degradation. The
visual impairment of such deepfake video of FF++
dataset has been shown in Figures 2A-2F. The
FF++ dataset consists of deepfake videos, which
are represented in two different compressed
formats, including C23 (less compressed) and C40
(more compressed). The existing methods tend to
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suffer from poor performance results for deepfake
detection even when working with the C40 version
of FF++. Moreover, the currently available
deepfake detection models are dependent on the
publicly available deepfake datasets and they use
convolutional neural networks-based models to
detect deepfakes, but they are ineffective at
identifying low-quality deepfake videos on a social
network (2-5). This paper proposes a multimodal
framework to identify a deepfake in a compressed
video. This proposed research contributes the
following:

To address this, we introduce a novel deepfake
detector that simultaneously utilizes spatial
texture artifacts (RGB), frequency inconsistencies
(DCT) and temporal motion irregularities (MVs) in
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a single learning framework, which allows more
thorough forensic representation than single-
domain methods.

An attention-directed fusion structure is proposed
to learn dynamic modality significance and cross-
domain feature interactions, enabling the network
to preferentially focus on the most discriminative
forensic features under varying compression and
manipulation levels.

This work presents one of the few deepfake
detection frameworks explicitly designed for real-
world compressed video scenarios by integrating
DCT-domain representations with deep spatial
and temporal encoders, demonstrating improved
generalization and robustness across manipu-
lation artifacts.

Figure 1: An Example of Executing DeepFake. (A) A Forged Picture,
(B) Its Original Picture
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Figure 2: Real and Manipulated Frame Visual Comparison with Varying Compression Levels (C23 and
C40) of FF++. (A) Real (B) Deepfake (C) Face2Face (D) FaceSwap (E) FaceShifter (F) NeuralTextures.
The first row depicts C23 visuals and the second row shows C40 visuals

Related Work

In the existing research, academicians proposed
various methods for detecting forgeries in videos.
These methods detect object tampering (5, 6),
object duplication (7), moving objects (8), frame

interpolation (9), missing frames (10) and
deinterlaced videos (11). As Deepfake videos
create faces through artificial intelligence without
leaving evidence of manipulation, traditional
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methods cannot be applied to deepfake detection.
To detect forged videos, several frame-based
methods have been proposed (12, 13). However,
these fully capture the
characteristics of videos. Few studies combined
both spatial and temporal information to enhance
the precision of video classification (14-18).

However, some methods failed to detect forged
videos where the blinking frequency was normal
(14) and few approaches missed to detect
forgeries where the geometric shapes and relative
positions of the pupils in both eyes varied (15).
Meanwhile, few methods stated in past study
struggle to detect tampered faces in compressed
Deepfake content (16-18). This was due to the fact
that compressed Deepfake videos contain artifacts
introduced during compression, which then mixed
with the artifacts left by tampering. In order to
fulfil this goal, the authors derived both temporal
and frame level features of both the video datasets

methods do not

used and specifically focussed on i-frame rather
than the whole frames (19). In previous study,
accuracy of deepfake detection dropped
significantly, focusing the need for most robust
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deepfake detection systems (20). To overcome the
shortcomings of the given research, newer
methods were developed which primarily focused
on high frequency features like nose, eyes and
mouth (21). Moreover, the past study emphasized
the research that was basically concerned with
both spatial and temporal space. CNN was
employed to detect image level features in spatial
domain. But for temporal domain, CNN have been
used with sequential models like Long Short-Term
Memory (LSTMs), Gated Recurrent Unit (GRUSs)
and transformers to detect temporal patterns in
video frames (22, 23).

Deepfake detection of compressed videos is
typically performed in either the pixel or the codec
domain. As compared with pixel-domain methods
that process all pixel values, codec-domain
approaches use compressed video information
directly, leads to lower computational complexity
(24-27). However, recent advancements in deep
learning architectures using spatial, temporal and
facial landmarks have boosted the capabilities of
detecting Al-generated images and videos (28-31).

Table 1: Comparative Analysis of Existing Deepfake Detection Method

Year Feature Dataset Technique AUC ACC Domain References
2024 Spatial FF++, Celeb-DF  CNN FF++(C23) - Pixel (5)
96%, FF++(C40)
-90%, Celeb- DF
v2-85%
2024 Pixel, FF++ VGG16 92.26% Pixel (15)
Artifact
2022 Temporal FF++, Celeb-DF  CNN + Resnet FF++ - 98%, FF++ - 94.64%, Pixel (19)
Celeb -DF - Celeb -DF -
87% 80.74%
2025 Spatial- FF++, Celeb-DF  CNN + LSTM FF++(C23) - Pixel (22)
Temporal v2,DFDC 94%, FF++(C40)
-90%
2024 DCT FF++ CNN 99.91% 98.91% Codec (24)
2025 Spatial- FF++ Conv3D + 99.8% 99% Pixel (25)
Temporal, ResNet
Frequency
2018 Motion CDNet2012 Statistical + 90% Codec (26)
vector Linear SVM
2026 Spatial DFD ViT + TL 98.2% 98.11% Pixel 27)
2026 Spatial - FF++, DFD CNN + ViT FF++-97.24%, FF++-94.95%, Pixel (28)
Temporal DFD-99.07%  DFD-94.3%
2025 Spatial- DeepForensics, ViTs, + DeepForensics Pixel (29)
Temporal Celeb-DF v2 DenseNet - 99%, CelebDF
v2-97.4%
2025 Frequency, CelebDFv2 PhaseForensics  92.4% Pixel (30)
Temporal
2025 Spatial- FF++ CNN+LSTM 93% 96% Pixel (31)
Temporal
2024 Spatial- FF++, Celeb-DF  CNN + LSTM FF++-94.12%, FF++-90.48%, Pixel (32)
Temporal v2 Celeb -DF - Celeb -DF -
86.62% 79.34%
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2023 Spatial FF++ MesoNet,
ResNet50
2023 MV, DCT, KITTI, Survey
Macroblocks  ImageNet VID
2022 Spatial FF++, Celeb-DF  ViT+Xception
v2, DFDC
2023 Spatial- UCF-101, Self-Attentive
Temporal, HMDB -51 Octave ResNet
MV (SOR-TC)
2019 Frequency CDNet DTCWT
2026 Spatial- Deep Voice + Cross-
Temporal, Lipreading Attention
Frequency Fusion with
Adaptive
Modality
Gating
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78.6% Pixel (33)
- Codec (34)
FF++-98.5%, Pixel (35)
Celeb -DF -
99.2%, DFDC -
86.32%
UCF-101 - Codec (36)
91.32%, HMDB -
51-60.02%
Recall -.9287 Pixel (37)
and Precision
-.9318

98.8% 96.7% Pixel (38)

Note: ACC - Accuracy, AUC - Area under curve, DCT - Discrete Cosine Transform, MV - Motion Vector, QP - Quantization Parameter,
DFD - Deepfake Detection Dataset, FF++ - FaceForensics++, Celeb-DF - Celeb-Deepfake Dataset, DFDC - Deepfake Detection Challenge
Dataset, CDNet - Change Detection Benchmark Dataset, CVLAB - Computer Vision Laboratory, ViT - Vision Transformer, TL - Transfer
Learning, CNN - Convolutional Neural Network, LSTM - Long Short-Term Memory, VGG16 - Visual Geometry Group 16-layer Network,
TEMSN - Temporal Enhanced Multi-Stream Network, DTCWT - Dual-Tree Complex Wavelet Transform, SVM - Support Vector

Machine.

According to above literature, there is no doubt
that the results that represented in Table 1, are
very encouraging even under compression.
however, the majority of these approaches are
evaluated on selected datasets and do not have
high generalization when used on unseen or cross-
dataset (36-38). Additionally, their
performance is likely to degrade, as the
compression level increases and this is not reliable
when used in the real world. This indicates that,
regardless of accuracy, the robustness and
generalization in other compressed environments
is still a major challenge.

cases

Methodology

Typical deepfake artifacts are generally present as
inconsistencies in texture, frequency patterns and
temporal motion. In video compression, the high-
frequency components are dropped to reach lower
bitrates in the process of transform coding and
quantization. Consequently, the areas of the
manipulated images become more difficult to
distinguish from natural image content. There are
three significant.

Challenges to Compression

Information Loss: Some fine-grained spatial details
at facial boundaries, eyes, mouth areas and skin
textures are lost. Quantization  Effects:
Quantization distorts DCT coefficients and
diminishes discriminative frequency-domain
signatures used by many deepfake detectors.

Artifact Suppression: Smoothing of visual
irregularities and blending artifacts that occur
during face synthesis, to make forgery regions
more realisticc. To mitigate these effects, the
suggested framework presents a new multimodal
deepfake. As shown in Figure 3, the suggested
framework presents a new multimodal detection
approach that jointly utilizes visual, compression-
domain and motion-based inconsistencies within a
single architecture. Unlike current approaches that
rely mostly on one modality or simple feature
concatenation, our approach uses a hybrid feature
extraction mechanism that retrieves complemen-
tary artifacts on the spatial, frequency and
temporal domains (19, 38). Specifically, the
combination of a DCT-based frequency analysis
with channel attention allows effective modelling
of subtle compression anomalies, whereas the
motion branch uses temporal convolutional
learning to model the frame-based inconsistencies
that are caused by independently synthesized
frames. Moreover, the attention-based fusion
mechanism enables adaptive weighting of
modality-specific features, which means that the
model can boost the priority of the most
informative cues on a per-sample input. This multi-
domain feature learning and adaptive fusion
combination offers a stronger and more
generalized representation of deepfake detection,
particularly across different compression levels
and manipulation methods and thus differentiates
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the proposed solution with the current state-of-
the-art ones (19, 21, 25). The overall architecture
of the suggested approach involves several stages,
among which there are frame extraction, face
detection, face extraction, multi-domain feature
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extraction, feature fusion and classification as
shown in Figure 3. All these stages are used to
detect inconsistencies added during the process of
deepfake generation and compression of videos.

Preprocessing

Frame Extraction
= - &
= b~ 7
Face Fxtraction using MTONN

Modality-Specific
Backbonc Networks

ConvNeXt
Backbonc

Feature Vector
Representation

TrEAE ) AT
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Figure 3: Hybrid Feature Fusion Framework Consisting of Preprocessing Stage (Frame Extraction, Face
Detection and Face Cropping), Multi-modal Feature Extraction Using RGB, DCT and Motion-based
Representations and Feature Fusion and Classification for Deepfake Detection. The video frames and

feature visualizations shown in the preprocessing and feature extraction steps are taken from FF++ dataset

and are displayed for illustration purposes only

Preprocessing

The preprocessing step focuses on converting
unprocessed input videos into structured and
standardized data formats that can be analysed
using multimodal. This step is the initial predatory
step to further extract spatial, frequency-domain
and temporal features as it organizes the input into
suitable formats for each modality. The detailed
steps involved in this process are described in the
following subsections that is frame extraction, face
detection and face cropping which together make
sure that the system focuses on the most
informative parts of the video (22).

Frame Extraction

The first stage of preprocessing includes the
retrieval of frames from the compressed videos.
Frame extraction is used to transform the
continuous video data into separate frame images
that can be examined independently. It helps the
system to recognize spatial appearance and
temporal changes across frames, which are
considered as significant indicators of manipulated
content. These frames are then fed as input to the
face detection module to detect facial regions in
each frame (39, 40).

Face Detection

The deepfake manipulation primarily emphasizes
on the facial parts; thus, the face detection is

essential for effective analysis (39, 40). Once the
frames are extracted, the facial areas in each frame
are identified. To perform this task, a face
detection algorithm is employed to each of the
extracted frames to locate the bounding box
proportionate to the facial region. The system only
considers facial area and therefore, excludes other
irrelevant background information that is not
useful in detecting deepfakes.

Face Extraction

Face Extraction is the last step of preprocessing,
where the identified facial regions are accurately
cropped from each frame to isolate the area of
interest. This step ensures that only the relevant
facial information is stored while removing
background noise and other irrelevant
information (39, 40).

Multi-domain Feature Extraction

Most conventional deepfake detection methods
rely on frequency domain representations or pixel-
level visual artifacts retrieved after decoding the
video. These methods are effective on high
resolution videos (low compression) but their
performance degrades when video is of low
resolution (high compression), as in low resolution
pixel level anomalies are distorted (41).

Also, as the computational cost of pixel domain is
higher as compared to compression domain,
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therefore the authors are considering compression
domain. However, compression in videos is not a
neutral process, due to introduction of some
artifacts through motion vector,
quantization and block wise transformation.
Importantly, creation of deepfake interferes with
these artifacts, leaving perceptible traces at
compression level. Hence for highly compressed
videos, artifacts at codec level offers reliable and
robust cue for deepfake detection. Thus, the
feature extraction backbone of the proposed
research is based on ConvNeXt, Swin Transformer
and Temporal Convolutional Network (TCN) as
they are complementary in capturing spatial,
frequency-domain and temporal features of
deepfake videos.

This research focuses on extraction of two codec
temporal
inconsistencies and DCT features for frequency
domain analysis. They are further combined with
visual deep features to create a hybrid deepfake
detection system.

codec i.e.

domain features ie. MVs for

Vol 7 | Issue 3

Motion Feature Extraction

For motion feature extraction, a ResNet backbone
is followed by a Temporal Convolutional Network
(TCN) for modelling temporal inconsistencies.
ResNet is used to extract strong frame-level
motion representations and TCN is used to model
temporal dependencies across video sequences via
dilated causal convolutions. TCN is a recurrent
architecture that allows for parallel computation,
faster training and more stable gradient
propagation over long temporal contexts
compared to other recurrent architectures like
LSTM and GRU. The features are suitable for
detecting temporal artifacts caused by face
manipulation methods. Optical flow is estimated
between consecutive video frames to obtain
motion information, instead of directly using
motion vectors of compressed video bitstream, as
illustrated with instances in Figures 4A- 4E. In
particular, the Farneback optical flow algorithm, is
used to calculate the motion of the pixels between
adjacent frames.

Equation [1] shows a motion vector at spatial location L and time t1, where MV}"* represents vertical and
horizontal movement of blocks.
MV = (MVx!, MVyft) [1]

GAN generated videos do not directly enforce smoothness in motion, resulting in unexpected changes in
displacement magnitude. In deepfake videos, there is displacement in motion because of frames that are
synthesized independently. To detect this, Temporal Motion Variation (TMV) measures temporary stability
of motion strength across sequential frames which is represented in Equations [2, 3].

™MV =55, [u(MY) - u(MUY) (2]
Met= (M 3L, [3]

Where, F = Number of frames, N = Number of motion vectors in frame t1, u = Spatial means.
The obtained motion data is further refined as shown in Equation [4], with the help of deep neural networks
that produce intricate temporal patterns.

X"= fren(fap-exn(MP7K, L., M) (4]

Where, M = Motion vector set of frames t1, k = Temporal window size, f;_cyy = Spatial-temporal feature
extractor, frcy = Temporal convolution network, X! = Final motion feature representation.

Compression/Frequency Domain Feature shifted-window self-attention mechanism to

Extraction (DCT)

A Swin Transformer was used for frequency-
domain analysis to handle the DCT-based
representations. The deepfake
compressed videos can be spread out in several
frequency bands and can be present in various
spatial locations. The Swin Transformer uses

artifacts in

model local and long-range dependencies in
frequency unlike the
conventional convolutional network with fixed
local receptive fields. This capability enables the
network to detect fine discrepancies in the DCT
coefficients, which introduced by
manipulation and compression.

representations,

can be
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Farneback

Flow_color

Figure 4: Visualization of Inconsistent Movements obtained from Different Stages of a Video Sequence.
(A) Instance 1, (B) Instance 2, (C) Instance 3, (D) Instance 4, (E) Instance 5. The Rows Illustrate Farneback
Optical Flow, Flow Color Representation, TVL1 Optical Flow and Codec-based Motion Information

In addition, the hierarchical structure of the Swin
Transformer enables multi-scale feature learning,
which is well suited for detecting anomalies in the
frequency domain under different compression
levels. The quantization process removes a part of
the high-frequency content, but the deepfake
generation process adds abnormal frequency
distributions and inter-coefficient dependencies
that cannot be completely removed. Thus, artifacts
in the low- and mid-frequency DCT components
are still informative for authenticating and
distinguishing manipulated videos under high
compression levels. As shown in Equation [5], the

coefficients are extracted from compressed video
frames to analyse spatial frequency patterns,
particularly high-frequency components where
deepfake inconsistencies are more prominent.
Deepfake alterations manipulate pixel level
correlations, as a result it produces abnormal
frequency distributions after manipulation. For
each residual block, DCT coefficients are grouped
into frequency bands ie. Low frequency
components, Mid frequency components, High
frequency components (34). The corresponding
heatmap visualization of DCT feature extraction is
shown with instances in Figures 5A-5E.

Eft = Z(u,v)eﬂ ID{* (u, v)|? [5]

Where, Dltl(u, v) = DCT coefficient where u, v presents how fast intensity changes and Q = Selected
frequency band. Moreover, to capture the temporal variation in the compression domain, the Temporal
DCT Variation (TDV) is calculated as shown in Equations [6, 7].

DV =55, [uED) - pED] (6]

EY = {Eltl}flﬂ

[7]

The obtained DCT energy maps are then processed by Swin Transformer to learn hierarchical frequency

representations represented in Equation [8].

Ftl = fSwin(Etl)

(8]

Where, fSwin(.) denotes the Swin Transformer encoder and F*! represents the extracted frequency-domain
feature vector. This enables the model to learn both local and global dependencies in the frequency
components, effectively modeling subtle artifacts and compression inconsistencies introduced by deepfake
generation (34).
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A B C D E
Figure 5: Heatmap Visualization of DCT Feature Extraction at Different Temporal Positions Within a
Video Sequence. (A) Instance 1, (B) Instance 2, (C) Instance 3, (D) Instance 4, (E) Instance 5

Visual (RGB) Feature Extraction

In the visual domain, spatial features are learned
from extracted frames to capture subtle artifacts
that have been added by the deepfake generation
processes. It uses a deep convolutional neural
network ConvNeXt to provide high-level visual
representations of RGB frames. ConvNeXt was
chosen due to its fusion of the benefits of standard
CNN architectures with recent
developments. ConvNeXt has shown excellent

those of

performance in visual representation learning
with low computational cost. It has a hierarchical
feature extraction mechanism that is able to
effectively extract both low-level texture
information and high-level semantic facial features
which are crucial for recognizing manipulated
content. RGB features encode essential
information related to facial region and texture
inconsistencies which can be used to identify
artifacts present in deepfake videos (42), as

visualized with instances in Figures 6A-6E.
The spatial feature representation expressed in Equation [9].

st = feonvnext (fr1) [9]

Where, S* is the spatial feature vector of frame t; and f,,next () iS the ConvNeXt feature extraction
function.
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Figure 6: RGB Features Visualization Extracted from Representative Video Frames at Different Temporal
Instances. (A) Instance 1, (B) Instance 2, (C) Instance 3, (D) Instance 4, (E) Instance 5

Multi-Domain Feature Fusion
Once the modality-specific representations of the
RGB frames, DCT images and motion vectors are

fusion mechanism. Unlike simple feature concate-
nation, which treats all modalities equally, the
attention module learns adaptive importance

weights for each modality to emphasize the most
informative features for deepfake detection (25).

obtained the respective feature embeddings are
combined with the help of an attention-based

Let S, Ft1, X*! represent the feature representations of the ConvNeXt, Swin Transformer and 3D CNN -
TCN networks, respectively. The attention module calculates weights i.e., w,gp,, ®gct Wmotion ON @ modality
basis, that are the relative contribution of each modality to the final representation. The obtained fused
feature vector is then gained as shown in Equation [10].

F=wp STt + 0ot F + Wpotion X 10
rgb dct motion

Where, F is the last multimodal feature embedding, which is applied to classification.

The attention fusion module allows the model to frequency and temporal features. The attention
concentrate on the most selective cues across
multiple domains by adaptively weighting spatial,

weights w,g, , Wqee aNd Wporion are computed

dynamically per input sample through a
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lightweight gating network. Specifically, the three
feature vectors S, Ft1, X! are first projected into
a shared embedding space of dimension d = 512
using separate fully connected layers. The

Vol 7 | Issue 3

projected embeddings are concatenated and
passed through a two-layer Multi-layer Perceptron
(MLP) with ReLU activation, producing a three-
dimensional score vector.

A softmax normalization is then applied to obtain the final attention weights as given in Equation [11]:

[(Drgb' Wqctr mmotion] = softmax (MLP ((Stl;Ftl; th))) [11]

Where (S*;F; X*1) denotes concatenation.

The softmax ensures that the weights sum to unity,
allowing the model to selectively emphasize the
most discriminative modality. Under heavy
compression, the network tends to assign higher
weight to the DCT and motion branches, as RGB-
level artifacts become less reliable, whereas under

lower compression the RGB branch receives
comparatively higher weighting. This strategy
increases resilience to compression artifacts and
increases the ability to detect fine inconsistencies
that were created by deepfake generation
processes.

The produced fused feature vector is then fed to a classifier (Y) as expressed in Equation [12].

Y = o(Classifier(F))

[12]

Where, o (.) denotes the sigmoid activation function.

Algorithm 1: Multidomain Feature Extraction and Attention Fusion on Video Deepfake Classification

Input: Compressed video V, Number of sampled frames F

Output: Final prediction y € {Real, Fake}
Step 1: Frames Extraction

F={f,,...

Step 2: Visual Feature Extraction (RGB)
fort; =1 - Fdo

) fF}

Stl = fConvNext (ftl)

end for

Step 3: Compression Domain Feature Extraction (DCT)

fort; =1 - Fdo
//Compute DCT energy

tl_
E*'=

(u,v)eQ

// Construct energy set

| D/ (u,v) 12

t
E% = {E/'}iL,

// Extract frequency feature

Ftl = fSwin (Etl)

end for

Step 4: Motion Feature Extraction
fort; =1 - Fdo

//Extract motion vector

MV* = (MVx,*, MVy,")

//Construct motion vector set

t
M% = (ML,

end for
//Compute temporal motion variation

1 F
TMYV = === > [ u(M™) = u(M4 ) |

t;=2
/ /Extract motion feature

X% = fren(fap-enn (MUK, ..., M)

Step 5: Attention-Based Multimodal Fusion
//Compute modality attention weights
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‘Drgbt Wdctr Omotion

//Fuse features

— t1 t t
F= wrgbs + wdctF 1+ wmotionX *

Step 6: Classification

y = o(Classifier(F))

returny

Results

In this part, we assessed the effectiveness of the
proposed technique that is compression aware
multimodal deepfake detection on benchmark
deepfake datasets. The multimodal deepfake
detection framework suggested is tested with the
FF++ dataset under a variety of compression (C23
and C40) to examine its robustness in the realistic
conditions. Performance is evaluated based on
comparisons  to
approaches based on various evaluation protocols,
such as within-dataset evaluation, cross-quality
evaluation across compression levels and cross-
analysis of generalization. These
experiments prove the usefulness of the offered
fusion-based attention framework to enhance the
performance of deepfake detection. In the
following section, we first describe the datasets
used for training and evaluation, along with their
characteristics.

Datasets

The study in this work is generated using multiple
popular datasets that are produced by different
synthesis techniques.

FF++(FaceForensics++): The FF++ dataset is one
of the most widely utilized datasets in the field of
deepfake detection. It was introduced to provide a
standardized benchmark for evaluating deep
learning models designed to identify forged facial
videos.

The dataset contains both original (1000) and
manipulated videos. The original videos are
sourced from YouTube, while fake videos are
generated using various deepfake generation
techniques such as face swapping and face
reenactment. Furthermore, the
provided in two compression levels, namely
medium (c23) and high (c40), generated using the
H.264 codec (43).

FSH (FaceShifter): FaceShifter is an improved
deepfake generation technique and is included as
part of the FF++ dataset (44).

DFD (Deepfake Detection Dataset): The
Deepfake Detection dataset, developed by Google,
is an open dataset aimed at facilitating advanced

extensive state-of-the-art

dataset

videos are

research in deepfake detection. It contains 360
original videos and 3068 manipulated videos (45).
DFDC (Deepfake Detection Challenge Dataset):
The DFDC dataset was designed to support
research in detecting deepfake content. It contains
more than 1,100,000 video clips, including both
real and fake samples. The dataset includes
challenging scenarios such as low lighting
conditions and extreme pose variations (46).
Celeb-DF: The Celeb-DF dataset consists of 590
original videos and 5659 manipulated videos. The
original videos were collected from YouTube and
manipulated videos were generated using an
enhanced deepfake synthesis algorithm (47).
Deeper Forensics: This dataset is designed to
evaluate deepfake detection methods under
challenging real-world conditions. It includes real
recordings from 100 actors, from which
approximately 1.8 million frames are extracted,
along with 11,000 manipulated videos (47).

Implementation and Hyper-

parameters

The compression aware multimodal deepfake
detection system is executed in the PyTorch deep
learning platform and trained on a workstation
with an AMD Ryzen 7000-series processor and
NVIDIA GeForce RTX 4050 video card. The
FaceForensics++ dataset is experimented with c23
and c40 compression setting. To conduct fair and
reproducible performance measurement, the
dataset is split in accordance with the standard
FF++ evaluation protocol, i.e, about 70 percent
was used to train the model, 15 percent to validate
this model and 15 percent to test the performances.
Video frames are extracted and facial regions are
detected with MTCNN detector and then resized to
224x224.,

Three complementary modalities are taken into
consideration, namely, RGB, DCT and MV. The RGB
branch is based on a ConvNeXt-Tiny backbone
trained on ImageNet and the compression artifacts
are approximated by a Swin Transformer applied
over block-wise DCT representations. A 3D CNN
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with TCN is wused to capture temporal
inconsistencies. The features generated by the
three modalities are mapped into a shared
embedding space and then the features are fused
through an attention-based fusion process and a
binary prediction is done with a fully connected
classifier. The models are trained using AdamW
optimizer and a learning rate of 1 x 10-. The batch
size of 16 is considered in case of individual
modality models and 8 in the case of the fusion
network. The video level performance assessment
is based on average standard measures such as
accuracy, recall, F1-score, confusion matrix and

AUC.

State of Art Comparison

A comparative study with the current state-of-the-
art is performed in order to demonstrate the
efficiency of the suggested multimodal deepfake
detection framework.

Within-dataset Evaluation

In this section, a comparison between the
proposed method and baselines is made on
Deepfake, Face2Face, FaceSwap, NeuralTextures

Vol 7 | Issue 3

and FaceShifter datasets. The main aim of this
study is to identify the existence of deep fake
videos therefore; we test our approach on different
compression qualities such as C23 and C40. As
shown in Table 2, the proposed approach is better
in terms of ACC and AUC scores compared to the
baseline methods.

The results indicate that most of the methods
perform well with high accuracy under C23 (high-
quality compression) across various manipulation
types, which means that deepfake detection is
comparatively easier when the quality of video is
preserved. Hybrid and advanced models are
slightly better than CNN-based
approaches, yet overall differences are not very

traditional

high. However, the quality of the results of almost
every method is considerably lower under C40
(low-quality compression) because of loss of visual
details and compression artifacts. Also, other
methods struggle on manipulations such as Neural
Textures, with poor generalization. In contrast, our
approach demonstrates better robustness among
all categories compression and also
improves generalization in low quality scenarios.

under

Table 2: The ACC (%) Scores with Respect to Our Method and Baseline Methods on Various C23 and C40

Deepfake Datasets

Methods Deepfake Face2Face FaceSwap Face Shifter Neural Textures References
ACC AUC ACC AUC AcCC AUC AcCC AUC ACC AUC
Cc23
UA-Xcep. 94.64 94.64 95 (5)
UA-ResNet 93.57 - 93.57 94.29 - (5)
ISD 92.3 98.0 - 86.7 94.0 - - (15)
CAHF 98.46 - 9499 - 96.27 - 98.93 90.98 - (25)
Cross ViT 86.75 86.95 82.51 - - - 79.62 (29)
AGD 99.02 9995 9858 99.64 99.2 99.90 98.8 99.86 91.8 97.13 (31)
Conv. ViT - 84.33 - 92.36 - 82.57 - - - 74.05 (48)
Present study 99.33 9996 99.17 9998 99.63 99.89 99.5 99.96 96.13 99.92
Cc40
UA-Xcep. 95 73.21 91.79 (5)
UA-ResNet 93.21 - 77.5 92.14 - (5)
ISD 89.6 96.0 - 79 88.0 - (15)
FE-CNN 96.99 93.56 96.79 - 84.47 (22)
CAHF 97.87 - 9340 - 95.53 - 98.85 85.90 - (25)
AGD 95.17 9873 86.87 93.84 90.19 96.47 89.89 95.77 70.37 77.36 (31)
MCW 69 77.1 65.4 73.1 64.1 70.2 - 59.1 62.5 (49)
Present study 97.80 99.10 89.20 9490 96.8 98.98 93.40 96.96 89.39 92.99

Note: ACC - Accuracy, AUC - Area under curve, UA-Xcep - Unseen Artifacts XceptionNet, UA-ResNet - Unseen Artifacts ResNet50, ISD
- Identity Swap Attack Detection, CAHF - Compression-Aware Hybrid Framework, Cross ViT - Cross-Attention Multi-Scale Vision
Transformer, AGD - Al-Generated Image Detection, Conv. ViT - Convolutional Vision Transformer, FE-CNN - Feature Extraction
Convolutional Neural Network, CAHF - Compression-Aware Hybrid Framework, MCW - Multi-scale Central Weighted.

Cross-quality Datasets

As shown in Table 3, the cross-dataset findings
(C23-C40 and C40-C23) provide that most of the
existing techniques follow a significant decline in
performance upon unseen compression levels,
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of manipulation. Whereas there are some methods
that perform moderately, their consistent across
datasets is not reliable. In comparison, our
approach has more robust and consistent results in
both cross-quality conditions and it has more
generalization and resistance to it has more
generalization and resistance to compression
variations. The ROC curves shown in Figures 7 and
8 under C23 (high-quality compression) and under
C40 (low-quality compression). The proposed
approach(ours) achieves strong performance with
high AUC values, indicating effective deepfake
detection across all manipulation types. However,
under C40, the performance of several baseline
methods drops significantly, especially for
challenging  cases like  FaceSwap  and
NeuralTextures. In contrast, the proposed method
(Ours) consistently maintains the highest AUC
across all categories in both C23 and C40,
demonstrating superior robustness and reliability
even under heavy compression conditions.
Cross-dataset Evaluation

To evaluate the generalization capability of the
proposed framework beyond the FF++ benchmark,
cross-dataset experiments are conducted in which

Vol 7 | Issue 3

the model is trained on the FF++ dataset under C40
compression and tested on two independent
datasets: Celeb-DF and the DFD. These datasets
differ substantially from FF++
generation methods, visual quality and subject
diversity, making them a rigorous test of the
model's ability to generalize to unseen deepfake
distributions. As shown in Table 4, the proposed
method consistently outperforms the compared
baseline approaches across both datasets in terms
of ACC and AUC scores. On the Celeb-DF dataset,
the proposed method achieves a notably higher
AUC compared to baseline methods,
demonstrating that the multimodal feature fusion
strategy combining RGB, DCT and motion vector
representations captures manipulation artifacts
that are not specific to the FF++ manipulation
pipeline. On the DFD dataset, which contains a
larger proportion of manipulated videos generated
using Google's synthesis pipeline, the proposed

in terms of

method again achieves competitive results,
indicating that the codec-domain features
incorporated in the framework retain

discriminative power even when the generation
method differs from the training data.

Table 3: The ACC (%) and AUC (%) Scores with Respect to Our Method and Baseline Methods on Cross-

quality Dataset

Methods Deepfake Face2Face FaceSwap FaceShifter NeuralTextures | References
ACC | AUC | Acc | Auc | Acc | Auc | Acc | Auc | Acc | Auc

C23-C40

UA-Xcep. 95.36 83.21 91.07 - 5)

UA-ResNet 93.93 - 88.57 92.14 - - (5)

ISD 89.3 97.0 - 80.1 90 - - (15)

TSCN 88.78 - 79.95 - 77.66 - - - 77.78 - (19)

CAHF 71.89 | 86.39 70.32 82.23 | 71.35 | 84.37 | 74.12 | 86.00 | 67.33 78.69 (25)

AGD 88.87 | 95.85 75.93 86.04 | 84.57 | 9291 | 86.28 | 92.88 | 58.74 67.56 (31)

Present study 95.60 | 99.34 | 90.99 88.89 | 89.74 | 94.30 | 82.45 | 88.80 | 75.76 90.12

C40-C23

UA-Xcep. 94.28 91.07 91.07 - 5)

UA-ResNet 95.00 - 91.78 93.57 - - (5)

ISD 85.6 94.0 - 73.7 84.0 - - (15)

TSCN 84.20 - 86.75 - 84.19 - - - 80.52 - (19)

CAHF 89.08 | 95.34 77.29 85.71 | 82.11 | 89.53 | 80.46 | 88.24 | 69.40 77.67 (25)

AGD 95.65 | 99.31 90.43 95.71 | 93.02 | 98.02 | 89.55 | 97.33 | 66.89 69.62 (31)

Present study 97.95 | 99.61 94.95 97.99 | 95.95 | 98.99 | 93.10 | 97.99 | 84.85 88.99

Note: ACC - Accuracy, AUC - Area under curve, UA-Xcep - Unseen Artifacts XceptionNet, UA-ResNet - Unseen Artifacts ResNet50, ISD
- Identity Swap Attack Detection, TSCN - Temporality Two-stream Convolutional Network, CAHF - Compression-Aware Hybrid
Framework, AGD - Al-Generated Image Detection.

Ablation Study

To validate the individual contribution of each
modality within the proposed multimodal
framework, an ablation study is conducted by
evaluating three single-modality variants RGB only,
MV only and DCT only against the full attention-

based feature fusion model. Experiments are
performed on the FaceForensics++ dataset under
both C23 and C40 compression settings across all
five manipulation types: Deepfake, FaceZ2Face,
FaceSwap, FaceShifter and NeuralTextures. As
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shown in Tables 5 and 6, each individual modality
contributes meaningful discriminative informa-
tion, but none achieves the performance of the
complete fusion model. Under C23 compression,
the RGB branch alone performs competitively

Vol 7 | Issue 3

across most manipulation types, achieving 98.20%
ACC and 98.80% AUC on Deepfake, reflecting that
spatial texture artifacts remain well-preserved at
lower compression levels.

Table 4: ACC (%) and AUC (%) Comparison on Cross-dataset Evaluation. The model is Trained on FF++

(C40) and Tested on Celeb-DF and DFD Datasets

Methods Celeb-DF DFD

ACC AUC ACC AUC
F3-Net 63.67 68.12 74.43 78.86
Xception 56.45 61.33 70.82 75.43
Capsule 55.81 59.48 66.29 71.12
CNN Detection 62.18 67.14 70.81 74.35
Mesolnception4 53.81 62.29 63.12 69.95
RFM 61.83 67.78 67.41 72.04
Unseen Arti 63.18 70.23 72.36 77.19
FreMask 64.45 72.19 75.92 79.14
SurFake 60.11 67.41 70.93 76.52
Present study 67.31 74.50 78.54 83.00
Note: ACC - Accuracy, AUC - Area under curve, Celeb -DF - Celebrity Deepfake, DFD- Deepfake Detection.
However, the MV branch achieves notably lower compressed-domain features may introduce
accuracy on Deepfake (89.21% ACC) and marginal interference. Overall, these results
NeuralTextures (86.75% ACC) under (23, confirm that all three modalities are

indicating that motion-based cues alone are
insufficient for subtle texture-level manipulations.
The DCT branch shows intermediate performance,
particularly benefiting FaceSwap detection
(97.18% ACC under C23), where frequency-
domain inconsistencies introduced during face
replacement are more prominent. The benefit of
multimodal fusion becomes more pronounced
under C40 high-compression settings, where all
single-modality variants experience a more
significant performance drop. The MV branch is
most affected, dropping to 76.20% ACC on
Deepfake under C40, while the DCT branch
degrades to 81.48% ACC on NeuralTextures. In
contrast, the attention-based fusion model
maintains substantially higher performance across
all categories, achieving 97.80% ACC on Deepfake
and 89.39% ACC on NeuralTextures under C40.
This demonstrates that the attention-based fusion
mechanism effectively compensates for the
degradation of any single modality by dynamically
re-weighting the contributions of the remaining
informative branches.

Notably, FaceShifter shows an interesting pattern
where the RGB branch (94.92% ACC) slightly
outperforms the full fusion model (93.40% ACC)
under C40, suggesting that for certain high-quality
face-swapping methods, spatial features alone can
be highly discriminative and the fusion of noisier

complementary and that the attention-based
fusion is essential for achieving robust deepfake
detection across varying compression levels and
manipulation types.

Discussion

The proposed multimodal deepfake detection
framework integrates RGB spatial features, DCT
frequency-domain representations and motion
vector-based temporal cues through an attention-
based fusion mechanism. The experimental
findings across within-dataset, cross-quality and
cross-dataset evaluation settings collectively
validate the effectiveness of this multi-domain
approach. The within-dataset results on FF++
under C23 compression confirm that the proposed
method achieves competitive performance across
all manipulation types, including Deepfake,
Face2Face, FaceSwap, FaceShifter and Neural-
Textures. Under high-quality compression (C23),
most baseline methods demonstrate reasonably
strong performance, indicating that pixel-level
artifacts remain sufficiently preserved to support
detection. However, the transition to C40 reveals a
stark divergence: most existing approaches
experience a notable decline in both accuracy and
AUC, particularly on challenging manipulation
types such as NeuralTextures and FaceSwap (50,
51).
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In contrast, the proposed framework maintains
comparatively stable performance under C40,
demonstrating the effectiveness of incorporating
codec-level features specifically DCT coefficients
and motion vectors that remain partially intact
even under aggressive compression settings. The
cross-quality evaluation (C23—C40 and C40—C23)
further reinforces this observation. Methods
trained on one compression quality and evaluated
typically  exhibit degraded
generalization, reflecting an over-reliance on
compression-specific ~ visual artifacts. The
proposed approach, by jointly modeling spatial,
frequency and temporal domains, achieves greater
consistency across unseen compression levels.
This cross-quality robustness particularly
important for real-world deployment scenarios
where video quality is highly variable depending
on the platform, codec version and transmission
channel.

The cross-dataset evaluation, conducted by
training on FF++ (C40) and testing on Celeb-DF
and DFD, further demonstrates the generalization
capability of the proposed framework. While all
methods experience a performance drop under the
cross-dataset setting due to the distribution shift
between manipulation artifacts in FF++ and those
present in the target datasets, the proposed
method consistently outperforms all baselines on
both Celeb-DF and DFD in terms of ACC and AUC.
This can be attributed to the complementary
nature of the three modalities: even when spatial
RGB artifacts shift across datasets, frequency-
domain and motion-based cues provide additional
discriminative signals that partially compensate
for the distribution mismatch. Among the baseline
methods, FreMask and F3-Net achieve relatively
stronger cross-dataset results owing to their
frequency-aware feature extraction strategies, yet
both still fall short of the detection accuracy
achieved by the proposed framework.

The attention-based fusion module plays a central
role across all evaluation settings. Unlike naive

on another

is
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concatenation of features from different
modalities, the adaptive weighting mechanism
allows the model to dynamically prioritize the
most discriminative modality depending on the
input. For heavily compressed videos, the model
can shift emphasis toward DCT and motion-based
features when RGB-level artifacts are degraded
and conversely, assign higher weight to spatial
features when video quality is sufficient. The DCT
branch, processed through a Swin Transformer,
enables hierarchical modeling of both local and
global frequency patterns. Deepfake generation
methods alter pixel-level correlations in ways that
manifest as abnormal frequency distributions,
particularly in the high-frequency components.

By capturing these subtle spectral anomalies
through block-wise DCT analysis, the framework
detects traces that survive even after aggressive
quantization. Similarly, the motion branch,
combining a 3D CNN with a TCN, captures
temporal arising the
independent frame synthesis inherent in GAN-
based deepfake generation. The framework works
on a temporal window of a fixed length (maximum
32 motion frames) instead of the entire video
sequence, thus providing scalability for long
duration videos.

Therefore, the computational complexity of the
temporal modeling will not change significantly
with respect to the length of the original video. This
design is able to capture the discriminative
temporal information required for deepfake
detection, while simultaneously reducing the
amount of computational overhead. Despite these
strengths, two aspects warrant consideration for
future improvement. First, the use of three parallel
modality branches introduces additional computa-
tional overhead during training and inference,
which presents an opportunity for future work to
explore lightweight architecture designs or
knowledge distillation strategies to reduce the
inference cost without substantially sacrificing
detection performance.

inconsistencies from
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Figure 7: ROC Curves of C23 Compression Dataset. (A) DeepFake Dataset, (B) Face2Face, (C) FaceSwap,
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Table 5: Ablation Study: ACC (%) and AUC (%) of Individual Modalities vs. Attention-based Fusion on C23

Dataset
Cc23 RGB MV DCT Attention based
Feature Fusion
AcCC AUC ACC AUC ACC AUC ACC AUC
Deepfake 98.20 98.80 89.21 92.78 93.42 95.57 99.33 99.96
Face2Face 96.48 98.1 97.55 98.85 94.85 97.20 99.17 99.98
FaceSwap 96.72 98.39 95.86 97.95 97.18 98.77 99.63 99.89
FaceShifter 97.86 99.05 94.73 97.14 95.60 97.81 99.5 99.96
NeuralTextures 97.35 98.60 86.75 91.90 91.20 94.80 96.13 99.92

Note: ACC - Accuracy, AUC - Area under curve, RGB - Red, Green and blue features, MV - Motion-based Features, DCT - Discrete Cosine

Transform features.

Table 6: Ablation Study: ACC (%) and AUC (%) of Individual Modalities vs. Attention-based Fusion on C40

Dataset

Cc40 RGB MV DCT Attention based

Feature Fusion

ACC AUC ACC AUC ACC AUC ACC AUC

Deepfake 95.00 96.17 76.2 86.89 84.69 89.89 97.80 99.1
Face2Face 88.40 92.15 78.60 84.80 82.70 87.90 89.20 94.90
FaceSwap 94.45 96.44 90.62 94.50 91.15 94.64 96.8 98.80
FaceShifter 94.92 97.31 81.42 90.04 92.50 96.27 93.4 96.96
NeuralTextures 87.29 91.63 77.86 83.74 81.48 85.92 89.39 92.99

Note: ACC - Accuracy, AUC - Area under curve, RGB - Red, Green and blue features, MV - Motion-based Features, DCT - Discrete Cosine

Transform features.

Second, while the proposed framework
demonstrates strong cross-dataset generalization,
the rapid evolution of deepfake generation
methods including diffusion model-based
synthesis means that extending the framework to
handle  completely manipulation
techniques remains a promising and important

direction for future investigation.

unseen

Conclusion

This paper proposes a compression-aware
deepfake detection method based on the
multimodal fusion of spatial, frequency and
temporal features extracted from compressed
videos. Unlike existing single-modality methods,
our method exploits the inherent artifacts caused
by video compression and extracts frequency and
temporal-based features from compressed videos.
In particular, the method first computes the RGB
visual features using ConvNeXt. Then, frequency-
domain features are extracted using block-wise
DCTs of the video frames and encoded using the
Swin Transformer. Finally, temporal motion
features are extracted by leveraging the motion
vector information using the TCN, which is used to
encode the temporal inconsistency in videos. To
combine the features, an
adaptive fusion layer is employed that uses

modality-specific
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attention mechanisms to weigh the importance of
each modality in the input samples.
The experimental evaluation involves testing the

proposed approach under various settings,
including within-dataset evaluation using FF++
dataset, generalization across different

compression quality levels and cross-dataset
generalization using the Celeb-DF and DFD
datasets. In all scenarios, the proposed method
outperforms the baselines with respect to accuracy
and AUC. Interestingly, significant gains in
performance are high-
compression case and cross-quality scenarios,
where most experience
significant performance degradation. Moreover,

observed in the
existing methods

the experiments show promising results in cross-
dataset generalization, which indicates that the
multimodal representation is robust to changes in
generation pipelines and subject attributes. This
suggests that the adaptive fusion layer can
leverage the most important modality under
diverse compression and manipulation settings.

In future this research can be extended to include
designing lightweight models or adopting
techniques such as knowledge distillation to
enable efficient deepfake detection on mobile
devices. Moreover, introducing transformers to
encode long-range dependencies between video
frames can help

improve the detection
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performance for temporal inconsistencies. In
future, other fusion strategies like feature
concatenation and weighted averaging will be
explored and compared to further assess the
effectiveness of the proposed attention-based
fusion mechanism. Additionally, applying self-
supervised learning to learn multimodal
representations of videos can generalize the
proposed framework to emerging manipulation
methods.

Abbreviations
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