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Abstract

Android smartphones are the major source of digital evidence in forensic investigations. However, different device
models and operating systems make reliable data extraction challenging during forensic examination. This study
evaluates comparative end-to-end artifact recovery from three commercial mobile forensic tools across different
Android devices. Twenty Android smartphones of different makes and models were examined using Cellebrite UFED,
MSAB XRY and Oxygen Forensic Detective. For each device-tool combination, the highest supported acquisition method
available at the time of examination was used. The extracted artifacts were classified as call logs, contacts, chats, emails
and multimedia. Tool performance was evaluated using dominance frequency analysis and pairwise Wilcoxon Signed-
Rank Tests. Oxygen Forensic Detective achieved the highest call log and chat artifact counts in 16 and 17 of the 20
devices, respectively. Cellebrite UFED extracted the highest contact count in 12 of the devices, whereas MSAB XRY
achieved the highest number of emails and multimedia files on 17 and 16 devices, respectively. Pairwise Wilcoxon
testing identified statistically significant differences in several tool comparisons, although not all comparisons were
significant. No single forensic tool consistently achieved the highest artifact recovery across all categories. The findings
suggest that Android forensic extraction is device- and artifact-dependent. The count-based dominance should be
interpreted as end-to-end recovery performance rather than as direct evidence of forensic accuracy or completeness.
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Introduction

The digital domain has evolved from a luxury to a
necessity for individuals across generations, with
smartphones becoming ubiquitous (1). Initially,
mobile devices were introduced for voice
communication and text messaging. However, their
functionality has significantly expanded by serving
as a source of entertainment, a means of capturing
moments and facilitating easy communication,
making smartphones an essential component of
modern life (2). As technology has advanced, the
chances of finding digital devices as evidence have
also increased. Concurrently, digital forensics has
expanded rapidly in recent years (3, 4). Digital
devices generate vast amounts of information
related to crimes, necessitating advanced
analytical processes to keep pace with techno-
logical advancements (5). The wide range and
types of digital crime underscore the need for
evolved investigative procedures (6). Semiconduc-
tor technology enhances the computing power of
mobile phones by transforming them into compact

devices (7). The market encompasses a diverse

range of mobile devices with varying makes,
models, capacities, properties and chipsets (8, 9).
Generally, smartphones incorporate RAM (Random
Access Memory), which is responsible for all
executive functions, while NAND or NOR memory
stores the operating system (10). Nearly every
smartphone company uses an operating system
such as Android, i0S, BlackBerry OS, Symbian, or
Windows Phone (11). Undoubtedly, Google's
Android and Apple's i0S are the dominant
operating systems in the market (12). Android is
an open-source Linux operating system launched
by Google in 2005 (13). Google developed the
Android OS to run powerful applications and
provide users with convenient and user-friendly
functionalities (11, 14). The Android architecture
comprises five major layers (12, 15, 16). The appli-
cation layer contains system and user-installed
applications that interact with users and make use
of services provided by the Android application
framework. The second layer is the application
framework, which includes components such as a
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package manager, location manager, content
provider and notification manager. The third and
fourth layers are libraries and the Android
runtime. Libraries consist of components written
in C/C++ languages, such as SGL and SSL, whereas
the Android runtime has two components: the
Dalvik Virtual Machine and the Core Library. The
lowest layer of Android architecture is the Linux
kernel, which provides abstraction between
hardware and software components, enables
multitasking, manages storage and performs other
such processes. The layered Android architecture
and its interactive nature make forensic
examination difficult (17). Forensic acquisition
methods such as manual extraction, logical
acquisition and hex-dump are discussed in several
research studies, along with advanced techniques
such as chip-off and JTAG (18).

In traditional digital forensics, investigation
experts could quickly recover data due to the low
storage capacity of devices (3). The period from
1999 to 2007 is considered the Golden Era of
digital forensics, during which the origins of data
recovery, including live and deleted data, were
discovered (19). Research studies have established
methods for forensic data extraction from
smartphones that are scientifically valid for justice
and law purposes (20, 21). Most of the mobile
forensics research has focused on reviewing
extraction techniques (22, 23). A mobile forensic
foundation was formed with AT command data
recovery methods (24). AT command protocol can
access GSM devices, highlighting the significance of
internal mobile memory over SIM or removable
storage for data acquisition (25). Mobile forensic
examination framework includes evidence
identification, isolation, processing and archiving
(26). Digital forensics is a scientific process that
emphasizes the need for tool analysis and protocol
validation (27). A hyper-formalized process that is
often adopted in digital forensics leads to the
development of scalable and tool-based analysis.
Mobile
present unique forensic challenges (28). Real-time

operating system (OS) architectures

investigation constant revision of
protocols to deal with rapidly evolving device
technologies and operating systems (26). The

performance of

requires

extraction using Andriller,
following the NIST forensic model, for BlackBerry

Messenger data on Android devices demonstrated
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the feasibility of a structured forensic framework
in mobile application investigation (29).

Previous studies have shown that a mobile device
may yield different extraction results when
processed by different forensic tools (30, 31). The
differences can be attributed to differences in
device model, operating system version, security
mechanism, acquisition support and artifact
parsing capabilities (32). However, there is limited
comparative evidence for the artifact-level
performance of popular commercial forensic tools
on heterogeneous Android devices from different
manufacturers, versions of the operating system,
chipsets and security patch levels. This is an
important research gap, as a tool that performs
well for one device or artifact category may not
necessarily provide similar recovery for another.
The novelty of the current study includes the
comparative analysis of three commercial mobile
forensic tools, namely Cellebrite UFED, MSAB XRY
and Oxygen Forensic Detective, on 20 Android
smartphones and five major artifact types: call
logs, contacts, chats, emails and multimedia. In
addition to the device-level comparison, the study
also investigates the tool-dependent differences by
applying dominance frequency analysis and
pairwise Wilcoxon Signed-Rank Tests. The study
thus provides comparative evidence at the level of
regarding recovery
performance and demonstrates the practical value
of the complementary multi-tool examination

devices and artifacts

strategy. Accordingly, this study compares the
artifact recovery performance of Cellebrite UFED,
MSAB XRY and Oxygen Forensic Detective on
different Android smartphones; investigates
whether the extraction performance differs by
device and artifact category; statistically compares
paired differences in artifact recovery between the
three forensic tools by employing the Wilcoxon
Signed-Rank Test; and evaluates the practical
value of an artifact-aware, multi-tool approach for
Android forensic examination.

Methodology
Study Design

This experimental comparative study was
conducted on Android smartphones using three
globally used commercial mobile forensic tools.
The study was conducted using standardised
forensic acquisition methods under controlled

laboratory conditions. The main aim of the study
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was to evaluate artifact recovery from different
forensic tools for different Android smartphones.
Device Selection

The study involved twenty Android smartphones
from different device models and manufacturers,
such as Samsung, Oppo, Vivo, Xiaomi and Realme.
The devices were selected based on availability
while maximising heterogeneity in manufacturer,
model, Android version, chipset and security patch
level. Inclusion criteria for the devices were regular
use, full functionality and no known hardware
defects at the time of examination. Devices not in
working order or with hardware defects that may
impede forensic acquisition were excluded. The
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selection was made to have a heterogeneous set of
Android devices with different manufacturers,
models, operating system versions, chipsets and
security patch levels. Table 1 summarizes the
manufacturers, model numbers, Android operating
system versions, chipsets and security patch levels
of the 20 smartphones included in the study. The
devices represent five manufacturers and a range
of Android versions and chipset families. The
security patch level recorded for each device
represents the configuration present at the time of
forensic examination and provides additional
context for interpreting device-level extraction
differences.

Table 1: Details of Mobile Phones Selected for Data Extraction

Make Model 0S Version Chipset Patch Level
Samsung SM-A305F Android 11 Exynos 7904 2023-01-01
Samsung SM-A127F Android 13 Exynos 850 2023-12-01
Samsung SM-A135F Android 13 Exynos 850 2023-10-01
Samsung SM-S908E Android 13 Qualcomm SM8450 Snapdragon 8 2023-10-01
Samsung SM-A146B Android 14 Exynos 1330 2023-12-01
Samsung SM-A336E Android 14 Exynos 1280 2024-01-01
Samsung SM-A546E Android 14 Exynos 1380 2024-02-01
Samsung SM-F926B Android 14 Qualcomm SM8350 Snapdragon 888 5G 2024-01-01
Samsung SM-G990E Android 14 Qualcomm SM8350 Snapdragon 888 5G 2024-02-01
Vivo V2151 Android 13 Qualcomm SM7325 Snapdragon 778G 5G 2023-08-01
Vivo V2250 Android 13 Qualcomm SM7325 Snapdragon 778G 5G 2024-01-01
Xiaomi Redmi Note 5 Android 8.1  Qualcomm SDM636 Snapdragon 636 2024-10-01
Xiaomi Mi A1l Android 9 Qualcomm MSM8953 Snapdragon 625 2023-08-01
Oppo CPH2185 Android 10 Mediatek MT6765 2023-02-05
Oppo CPH1911 Android 11 Mediatek MT6771 Helio P70 2024-06-21
Oppo CPH2213 Android 13 MediaTek Dimensity 800U 2024-11-05
Xiaomi M2006C3LII Android 10 MediaTek MT6762G 2024-11-02
Realme RMX2189 Android 11 MediaTek MT6765G Helio G35 2023-07-05
Realme RMX2117 Android 12 MediaTek Dimensity 800 U 2024-10-05
Realme RMX3771 Android 13 MediaTek Dimensity 800 U 2024-12-05

Note: OS = Operating System, OEM = Original Equipment Manufacturer, MTK = MediaTek. The listed patch level represents the security

patch level recorded for each device at the time of examination.

Commercial Extraction Tools
This study
commercial mobile forensic tools: Cellebrite UFED
4PC (Version 7.71.181), MSAB XRY (Version
10.12.1) and Oxygen Forensic Detective (Version
18.1). These tools were selected as they are
commercial-off-the-shelf platforms widely used for

compares three widely wused

mobile data acquisition and analysis in digital
forensic investigations. The selected tools are
commercially available forensic platforms used in
global digital forensic investigations. To maintain
consistency, the same software version of each
forensic tool was used throughout the study.
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Device Preparation and Extraction

The SIM card and external memory card, if present,
were removed before examination. All devices
were fully charged, turned on and set to aeroplane
mode. Developer options and USB debugging were
enabled only when necessary for the supported
acquisition workflow. Enabling OEM unlocking
enabled the option to unlock the bootloader, but
the bootloader was not unlocked unless required
by the documented extraction method. The devices
were examined using Cellebrite UFED, MSAB XRY
and Oxygen Forensic Detective. The extracted
records were separately compiled for each device,

forensic tool and artifact category. Missing
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extraction results were recorded as missing
observations, not zero recovered artifacts. The
recorded artifact counts were then used for
dominance frequency analysis and for paired
statistical comparison. Table 2 summarizes the

Vol 7 | Issue 4

acquisition methods used by each forensic
platform for the Android devices. The supported
acquisition mode varied according to device
model, Android version and tool capabilities.

Table 2: Extraction Methods Performed Using the Evaluated Forensic Tools

Device Model Cellebrite UFED MSAB XRY Oxygen Forensic
Detective
SM-A305F File System Logical File System
SM-A127F File System Android Generic Android Backup
SM-A135F File System File System File System
SM-S908E File System Logical Android Backup
SM-A146B File System Logical Full File System
SM-A336E File System Logical Android Backup
SM-A546E File System File System Android Backup
SM-F926B File System Logical Android Backup
SM-G990E File System File System File System
V2151 File System File System File System
V2250 File System Logical File System
Redmi Note 5 File System Android Generic Android Backup
Mi Al Physical Physical Physical
CPH2185 File System File System File System
CPH1911 File System File System File System
CPH2213 File System Physical Physical
M2006C3LII File System Logical Physical
RMX2189 File System Android Generic Android Backup
RMX2117 File System Logical File System
RMX3771 File System Android Backup Android Backup
Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform. “~” indicates that no extraction result

was available for the corresponding device-tool combination.

The acquired datasets were then parsed and
analyzed with the respective forensic analysis
software. The extracted records were divided into
five types of artifacts: call logs, contacts, chats,
emails and multimedia. For each device, the
number of artifacts reported by each forensic
platform was recorded. The acquisition level
supported did not match for all device-tool
combinations, so the results are a comparison of
end-to-end forensic tool performance, not a
comparison of performance using the same source
images.

Statistical Analysis

For the statistical analysis, dominance frequency
analysis and Wilcoxon Signed-Rank Test were
performed. Data were analyzed using IBM SPSS
Statistics for Windows, Version 32.0 (IBM Corp,,
Armonk, NY, USA). Dominance Frequency Analysis
was used to compare tool performance across all
artifact categories. For each device model, the
forensic tool that yielded the highest number of
extracted artifacts was considered dominant for
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that specific artifact. Dominance frequencies were
then calculated across all devices on an artifact-
wise basis. This analysis provides a device-level
summary of how frequently each forensic tool
produced the highest artifact count within each
artifact category, without treating differences in
absolute artifact counts as direct measures of
forensic accuracy.

The Wilcoxon Signed-Rank Test was selected
because of the paired structure of the data and
non-normal distribution of the differences. It was
performed to determine the significance of
extracted artifact data from each tool. The
Wilcoxon Signed-Rank Test was chosen because
the differences in device-level artifact count pairs
could not be assumed to be normally distributed
and the sample size (n=20 devices) was relatively
small. Missing extraction
represented as ‘-’ in the figures, were treated as
missing values and excluded pairwise from the

observations,

corresponding Wilcoxon Signed-Rank Test; they
were not interpreted as zero retrieved artifacts.
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Results

The dataset extracted using Cellebrite UFED, MSAB
XRY and Oxygen Forensic Detective was classified
into five primary artifact categories: call logs,
contacts, chats (including SMS and social media
messaging applications), emails and multimedia
data (images, videos, audio files, documents). The
results revealed considerable variation in
extraction outcomes, strongly influenced by both
device model and artifact type:

Artifact-wise Extraction Performance
To conclude the technical comparison, artifact-
wise discrepancies in data extraction represent
varying degrees of complexity.

Call Logs: The call-log recovery
comparatively lower variability than other artifact
categories. Figure 1 illustrates the device-wise
variation in call-log extraction among Cellebrite
UFED, MSAB XRY and Oxygen Forensic Detective.
The extraction counts varied across both devices
and forensic tools, indicating that call-log recovery
was influenced by the specific device-tool
combination. Samsung devices exhibited diverse
extraction behaviour. The device SM-F926B
recorded the highest call log recovery across all
tools. Oxygen Forensic Detective, however, failed
to extract call logs from SM-G990E, whereas UFED
and XRY successfully retrieved records, indicating

showed
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a tool-specific limitation. Oxygen Forensic
Detective produced substantially higher counts
than UFED and XRY on SM-S908E, SM-A127F and
SM-A305F. In contrast, XRY extracted the highest
number of call logs from SM-A135F. Oppo devices
(CPH2185, CPH1911 and CPH2213), Oxygen
Forensic Detective consistently extracted a higher
number of call logs than UFED and XRY. For the
Vivo V2151, UFED and XRY showed moderate
recovery, while Oxygen Forensic Detective
extracted a noticeably high number of call logs.
Among Xiaomi devices, UFED and Oxygen Forensic
Detective performed comparably on Mi Al,
whereas XRY extracted the highest number of call
logs from Redmi Note 5. Across Realme devices
(RMX3771, RMX2117, RMX2189), Oxygen
Forensic Detective produced higher artifact counts
than the other tools.

Oxygen Forensic Detective achieved the highest
call-log count in 16 of the 20 devices, while MSAB
XRY achieved the highest count in 3 devices. The
only device with a tie was the Xiaomi Mi Al. Both
Cellebrite UFED and Oxygen Forensic Detective
recovered 512 call-log records. Cellebrite UFED
did not achieve dominance for call-log extraction
on any device; however, one tie between UFED and
Oxygen Forensic Detective occurred for the device
model Xiaomi Mi A1.
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Figure 1: Heatmap Representation of Call Logs Extracted from Devices Using Cellebrite
UFED, MSAB XRY and Oxygen Forensic Detective

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform, — = no extraction results available.

Contacts: The extraction of contacts varied
considerably across all devices and tools. Figure 2
shows the device-wise distribution of contact
artifacts recovered by the three forensic tools.
Among Samsung devices, UFED and XRY generally

extracted a higher volume of contacts. Oxygen
Forensic Detective failed to recover contact data
from SM-G990E, while UFED and XRY extracted
moderate data. UFED consistently outperformed
other tools in SM-A127F, SM-A305F and SM-
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A135F, whereas XRY showed marginal superiority
in SM-F926B. In Oppo devices, UFED
demonstrated the strongest performance in
CPH1911 and CPH2213. Notably, XRY failed to
extract contacts from CPH2185, while UFED and
Oxygen Forensic Detective succeeded. Vivo devices
displayed mixed behaviour: XRY dominated in
V2151, whereas Oxygen Forensic Detective
extracted the highest number of contacts from
V2250. For Xiaomi devices, overall contact
recovery was comparatively low. XRY failed to
extract contacts from Mi A1, while UFED and
Oxygen Forensic Detective succeeded. In the
Redmi Note 5, XRY achieved the highest recovery.

Vol 7 | Issue 4

Among Realme devices, UFED outperformed other
tools in RMX3771 and RMX2117, whereas Oxygen
Forensic Detective extracted the highest number of
contacts from RMX2189.

Overall, UFED demonstrated the most consistent
contact manufacturers,
particularly Samsung and Oppo. XRY showed
strong performance in selected devices but
exhibited complete extraction failures in other
devices. Oxygen Forensic Detective achieved
higher recovery in certain Vivo, Realme and Xiaomi
devices but lacked consistency across tested
Samsung models.
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Figure 2: Heatmap Representation of Contact Extracted from Devices Using Cellebrite
UFED, MSAB XRY and Oxygen Forensic Detective

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform, — = no extraction results available.

Chats (SMS and Application Data): Chat data
including SMS
messaging applications, showed the greatest
variability and tool dependency. Figure 3 presents
the comparative extraction of chat artifacts. In
Samsung devices, Oxygen Forensic Detective
extracted substantially higher chat data in most
models, including SM-F926B, SM-A336E, SM-
A546E, SM-A127F and SM-A305F. However, in SM-
G990E, Oxygen Forensic Detective failed, while
XRY extracted the highest number of chat records.
SM-A146B further highlighted tool inconsistency,
where XRY failed, but Oxygen Forensic Detective

extraction, and third-party

recovered a large volume of chat data. Across Oppo
devices, Oxygen Forensic Detective consistently
outperformed UFED and XRY, with XRY failing in
CPH2185. Vivo devices showed moderate chat
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extraction using UFED and XRY, whereas Oxygen
Forensic Detective consistently recovered higher
volumes. In Xiaomi devices, Oxygen Forensic
Detective dominated in Mi A1, while XRY extracted
the highest number of chats from Redmi Note 5.
For all tested Realme devices, Oxygen Forensic
Detective consistently extracted significantly
higher chat records than UFED and XRY.

Oxygen Forensic Detective showed the highest
number of chat artifacts on 17 of the 20 devices
tested, showing the greatest dominance in this
artifact category. MSAB XRY achieved the highest
chat-artifact countin three devices: SM-S908E, SM-
G990E and Redmi Note 5. Cellebrite UFED did not
achieve the highest chat-artifact count for any of
the devices evaluated.
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Figure 3: Heatmap Representation of Chats Extracted from Devices Using Cellebrite
UFED, MSAB XRY and Oxygen Forensic Detective

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform, - = no extraction results available.

Emails: Email artifacts extracted from applications
such as Gmail, Yahoo Mail and other mail apps
revealed comparatively consistent patterns across
devices. Figure 4 illustrates the comparative
recovery of email artifacts from applications. In
Samsung devices, XRY outperformed UFED and
Oxygen Forensic Detective in nearly all models.
Oxygen Forensic Detective failed to extract emails
from SM-G990E, while XRY recorded the highest
recovery. Similar dominance by XRY was observed
in SM-F926B, SM-A336E, SM-A546E, SM-A135F,
SM-A127F and SM-A305F. Among Oppo and Vivo
devices, XRY consistently achieved the highest
email recovery. In Xiaomi devices, XRY dominated
in Mi Al, whereas Oxygen Forensic Detective
extracted more emails from Redmi Note 5. For

Realme devices, XRY outperformed other tools in
RMX2117 and RMX2189, while Oxygen Forensic
Detective demonstrated higher extraction in
RMX3771. MSAB XRY demonstrated the highest
dominance frequency for email artifacts,
successfully dominating 17 out of 20 devices.
Oxygen Forensic Detective dominated in 3 devices,
while  Cellebrite UFED minimal
dominance. The pattern observed shows relatively
consistent email artifact recovery by MSAB XRY
across the tested devices; however, the present
study did not independently assess the technical
reasons for these differences. Compared with chat
artifacts, email extraction exhibits lower
variability, although tool-dependent differences
persist.
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Figure 4: Heatmap Representation of Emails Extracted from Devices Using Cellebrite
UFED, MSAB XRY and Oxygen Forensic Detective

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform, - = no extraction results available.
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Multimedia: Multimedia extraction results
showed extreme variability across devices and
tools. Figure 5 presents the
comparison of multimedia artifacts recovered
using the three forensic tools. In Samsung devices,
Oxygen Forensic Detective extracted the highest
multimedia volume from SM-G990E and SM-
F926B, while XRY failed in SM-G990E. Conversely,
XRY extracted higher multimedia volumes in
several mid-range Samsung models. For Oppo,
Vivo and Xiaomi devices, XRY consistently
extracted the highest number of multimedia
records. In Realme devices, XRY dominated in
RMX2117; Oxygen Forensic Detective extracted
substantially higher multimedia data from

RMX2189 and UFED and Oxygen Forensic

device-wise

Vol 7 | Issue 4

Detective showed comparable performance in
RMX3771.

The extraction of multimedia artifacts showed a
notable variability among the forensic tools
investigated. Most multimedia artifacts were
detected by MSAB XRY on 16 of 20 devices,
particularly on Samsung, Oppo, Vivo and Xiaomi
models. Oxygen Forensic Detective had the highest
count on 4 devices: SM-F926B, SM-G990E,
RMX2189 and RMX3771. For all the evaluated
devices, Cellebrite UFED did not achieve the
highest multimedia artifact count. The results
show that the multimedia recovery was highly
dependent on the forensic tool and device-specific
acquisition support.
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Figure 5: Heatmap Representation of Multimedia Extracted from Devices Using Cellebrite
UFED, MSAB XRY and Oxygen Forensic Detective.

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform, — = no extraction results available.

Chipset-based Analysis

The devices were further analyzed according to
their chipsets. The chipsets were categorized into
Samsung Exynos, Qualcomm Snapdragon and
MediaTek (MTK) chips. The Samsung devices with
Exynos chips showed greater differences primarily
in chats and multimedia artifacts. The Oxygen
Forensic Detective demonstrated higher recovery
of chat artifacts, while MSAB XRY performed better
for email artifacts for Exynos chipsets.
Qualcomm  Snapdragon chipsets,
differences in extraction were observed for call
logs and contact artifacts. However, application-
based artifacts showed variability during analysis.

For
smaller
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Statistical Findings

Dominance Frequency Analysis: For each artifact
category, the dominating extractor for each device
was identified separately. Ties were recorded
separately and not assigned to any tool. The tie for
call-log extraction for the Xiaomi Mi A1 was 512
records recovered by both Cellebrite UFED and
Oxygen Forensic Detective. Missing extraction
results were treated as missing observations, not
as zero artifacts recovered. In general, the highest
dominance frequency for call logs and chats was
shown by Oxygen Forensic Detective, for contacts -
by Cellebrite UFED and for emails and multimedia
- by MSAB XRY. The complete dominance-
frequency distribution is presented in Table 3.
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Table 3: Dominance Frequencies Across the Five Artifact Categories

Artifact category Dominance Frequency Oxygen Forensic Detective UFED XRY

Call Logs n = 20 devices 16 0 3

Contact n = 20 devices 2 12

Chats n = 20 devices 17 0 3

Emails n = 20 devices 3 0 17
Multimedia n = 20 devices 4 0 16

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform, - = no extraction results available.

Dominance is defined as the tool that returns the highest number of artifacts for a given device and should not be interpreted as
evidence of superior accuracy or completeness on its own. For call logs, one device (Xiaomi Mi A1) produced a tie between UFED and
Oxygen Forensic Detective and was therefore not assigned to either tool.

Pairwise Wilcoxon Signed-rank Test

Pairwise Wilcoxon Signed-Rank Tests revealed
statistical differences depending on the artifact
category and tool comparison. For call logs, the
statistically significant difference was not found
between UFED and XRY (p=0.780), but a significant
difference was found between UFED and Oxygen
Forensic Detective (p=0.0007) and between XRY
and Oxygen Forensic Detective (p=0.004). For
contact, there were statistically significant
differences between UFED and XRY (p =0.012) and
between XRY and Oxygen Forensic Detective (p =
0.039) but not between UFED and Oxygen Forensic
Detective (p = 0.430). For chat artifacts, all three
pairwise comparisons were significant: UFED vs.
XRY (p = 0.036), UFED vs. Oxygen Forensic

Detective (p = 0.000006) and XRY vs. Oxygen
Forensic Detective (p = 0.000483). All three email
artifact comparisons were also statistically
significant (UFED vs. XRY, p = 0.000013; UFED vs.
Oxygen Forensic Detective, p = 0.000708; XRY vs.
Oxygen Forensic Detective, p = 0.000586). There
were statistically significant differences between
UFED and XRY (p = 0.000708) and UFED and
Oxygen Forensic Detective (p = 0.000002) for
multimedia artifacts, but not between XRY and
Oxygen Forensic Detective (p = 0.153646). The
complete W statistics and corresponding p-values
are presented in Table 4. P-values were not
corrected for multiple comparisons and these
statistical results are to be interpreted as
exploratory.

Table 4: Pairwise Wilcoxon Signed-Rank Test Results for Artifact Extraction

Artifact Comparison W Statistic p-value
Call Logs UFED vs XRY 68 0.78
UFED vs Oxygen 14 0.0007
XRY vs Oxygen 18 0.004
Contact UFED vs XRY 36 0.012
UFED vs Oxygen 42 0.430
XRY vs Oxygen 72 0.039
Chats UFED vs XRY 78 0.036
UFED vs Oxygen 0 0.000006
XRY vs Oxygen 0 0.000483
Emails UFED vs XRY 3 0.000013
UFED vs Oxygen 62 0.000708
XRY vs Oxygen 6 0.000586
Multimedia UFED vs XRY 8 0.000708
UFED vs Oxygen 22 0.000002
XRY vs Oxygen 58 0.153646

Note: UFED = Universal Forensic Extraction Device, XRY = XRY Forensic Extraction Platform. W represents the Wilcoxon Signed-Rank
Test statistic. All statistical tests were two-tailed. The reported p-values were not adjusted for multiple comparisons; therefore, the

results should be interpreted as exploratory.

The results indicate that no single forensic tool
yielded the highest number of artifacts across all
categories. Oxygen Forensic Detective had the
highest count-based dominance for call logs and
chats, Cellebrite UFED for contacts and MSAB XRY
for emails and multimedia. The Wilcoxon Signed-

Rank results also indicated that both artifact
category and tool combination affected pairwise
differences associated with differences between
paired Critically, dominance
frequency and Wilcoxon testing assess distinct
performance:

observations.

dimensions of comparative
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dominance determines which tool most frequently
achieved the highest count, while the Wilcoxon test
examines paired device-level disparities. Reported
p-values not adjusted for multiple
comparisons and therefore statistically significant
findings should be considered exploratory.

were

Discussion

In the present study, artifact recovery using
commercial mobile forensic tools was device and
artifact-dependent. No single tool dominated
across all categories. Oxygen Forensic
Detective showed the highest count-based
dominance for call logs and chats, Cellebrite UFED
in contact and MSAB XRY
multimedia. These observed differences may
reflect variations in acquisition support, Android
and OEM implementations, security mechanisms,
application storage structures and artifact-parsing
capabilities (33, 34).

For call logs, Oxygen Forensic Detective had the
highest count in 16 of the 20 devices, XRY had the
highest count in three devices and there was one
tie between UFED and Oxygen. The Wilcoxon
analysis showed no statistically significant
differences between UFED and XRY. Statistically
significant differences were found between UFED
and Oxygen Forensic Detective and between XRY
and Oxygen Forensic Detective. Oxygen frequently

five

in emails and

achieved higher call-log counts across evaluated
devices, but performance was found to be device-
dependent.

Contact artifacts showed a contrasting trend, with
Cellebrite UFED achieving the highest contact-
artifact count in a greater number of the evaluated
devices. However, the present study did not
independently examine the database structure,
encryption status, or parser-level mechanisms
responsible for these differences. Therefore, the
observed variations should primarily be
interpreted as differences in end-to-end artifact
recovery among the evaluated forensic platforms.

Previous studies have also reported tool-
dependent differences in the recovery of
information-management artifacts using

commercial mobile forensic platforms (35, 36).
These highlight
introduced by encryption, sandboxing and scoped
storage for devices with newer Android versions.

Chat artifacts showed strong tool dependence.
Oxygen Forensic Detective had the highest chat-

findings also challenges
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artifact count in 17 devices, XRY in three devices
and UFED did not lead on any device. All three
pairwise Wilcoxon comparisons were statistically
significant at the unadjusted 0.05 level. The
observed variability may be associated with the
complexity of extracting application-based
communications from Android devices, where
factors such as encryption, sandboxing, application
version, acquisition method and tool-specific
parsing support can influence artifact availability
(37,38).

Email extraction revealed a different pattern. The
MSAB XRY tool produced the greatest number of
email artifacts in 17 of the 20 devices tested. All
three tool comparisons were also statistically
significantly different for email artifacts using
pairwise Wilcoxon Signed-Rank Testing. However,
dominance frequency and Wilcoxon testing
different aspects of comparative
performance and should not be interpreted
interchangeably. The variation observed may be
due to differences in application storage,
acquisition support, synchronisation mechanisms
and artifact parsing, but the present study did not
independently evaluate the technical mechanisms
responsible for these differences (39). The chat
and email artifact performance underscores a
central outcome that the effectiveness of forensic
tools is tightly coupled with artifact types. The
pattern of multimedia artifacts was different.
MSAB XRY produced the highest multimedia-
artifact count in 16 of the 20 devices and Oxygen

measure

Forensic Detective the highest in four devices.
UFED did not achieve count-based dominance in
this artifact category. The Wilcoxon comparison
between XRY and Oxygen was not statistically
significant (p = 0.153646). This is an example of
why these two statistics should not be used
interchangeably; a tool can have the highest count
across more devices but not have enough paired
differences to be statistically significant (40, 41).

Several studies compared the tool performance of
commercial and open-source digital forensic tools.
Second-hand devices were analyzed using UFED,
MSAB XRY and RTA, resulting in variability of
recovered artifacts among these tools (30).
Comparison of MOBILedit, UFED, SANS SIFT and
the Sleuth Kit demonstrated that commercial tools
usually excelled in speed and data recovery,
whereas open-source tools are more cost-effective
(31). In another research study, FTK Imager and
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Paraben device seizure outperformed EnCase,
MOBILedit and Oxygen Forensic Detective in data
extraction (32, 42). The data extraction using SP
Flash Tool, Cellebrite UFED and Volcano Box on
MTK-based Android phones highlighted tool-
specific  strengths, with SP Flash Tool
demonstrating superior compliance (43).

A significant methodological component of the
present study was the employment of paired non-
parametric analysis to compare the artifact counts
at the device level across the evaluated forensic
The Wilcoxon Signed-Rank Test was
appropriate for paired device-level data where
normality of differences could not be assumed
(41).

The results of the present study support the use of
a multi-tool, artifact-aware approach to Android
forensic examination. However, the number of
artifacts reported by a forensic tool does not
automatically mean forensic accuracy. Reported
counts may vary due to differences in acquisition
level, parser implementation, duplicate handling,
cached data and device-specific support. Thus, the
results of this investigation are a description of
comparative end-to-end artifact recovery and not
sensitivity, specificity, or error rate unless an
independent ground-truth dataset is available.
Complementary tools may thus be useful in
operational investigations for cross-validation and
for minimizing the risk of missing potentially
relevant artifacts.

tools.

From a practical perspective, the findings indicate
that forensic examiners should not depend on a
single platform if
comprehensive Android artifact recovery
required. In addition to the artifact category of
investigative interest, the device model, supported
operating
characteristics should be considered in the tool
selection process. Where operationally possible,
the use of complementary forensic tools may assist
with cross-validating recovered artifacts and
identifying data that may not be parsed or

commercial forensic a

is

acquisition level and system

recovered by another platform. Examiners should
also be aware of the acquisition method and tool
version involved in each examination, as variances
in acquisition support may directly impact the
This
research was limited to 20 Android smartphones
Not all
combinations of device and tool used the same

artifacts available for further analysis.

and three commercial forensic tools.
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acquisition method and no independent ground-
truth dataset was used; thus, artifact counts should
not be interpreted as direct measures of forensic
accuracy or completeness. Future research should
incorporate more Android devices, additional

forensic tools and controlled ground-truth
datasets to further evaluate the extraction
performance.

Conclusion

This study evaluated the end-to-end artifact
recovery performance of three commercial mobile
forensic platforms (Cellebrite UFED, MSAB XRY
and Oxygen Forensic Detective) on 20 heteroge-

neous Android smartphones with different
manufacturers, operating-system versions,
chipsets and security patch levels. Results

indicated that there were substantial differences in
artifact recovery across device models and artifact
types. Oxygen Forensic Detective showed the
highest number-based dominance for call logs and
chats, Cellebrite UFED for contacts and MSAB XRY
for emails and multimedia. Pairwise Wilcoxon
signed-rank analysis further demonstrated that
differences between forensic tools were artifact
category and specific tool comparison dependent.
The principal contribution of this research is an
artifact-level and device-level comparison of three
popular commercial mobile forensic platforms
The
observations indicated that forensic extraction
performance cannot be adequately described by
considering a forensic tool independent of the
device and artifact under consideration. The

under controlled laboratory conditions.

practical implications are relevant for the forensic
examination workflows where the recovery of
mobile artifacts needs to be comprehensive. The
results obtained indicate that use of a single
forensic platform may not be sufficient to fully
recover some categories of artifacts on some
Thus, complementary
be used,
operationally feasible, to cross-check recovered
artifacts and identify discrepancies between
extraction results. There are some important
limitations to the interpretation of the findings.

device configurations.

forensic platforms can where

The investigation was limited to 20 Android
smartphones and three commercial forensic tools
and the acquisition method was dependent on the
capabilities supported for each device-tool
combination. These limitations make it difficult to
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generalize the observed differences to all Android
devices, operating-system versions, applications,
or forensic environments. Future work should
extend the device sample to include other
Android chipsets,
security configurations and application versions.
Future work should also include a controlled
ground-truth dataset with known artifacts.
Additional commercial and open-source forensic
platforms should be evaluated in further studies

manufacturers, versions,

and the effect of acquisition method, parser
implementation, encryption, application version
and duplicate handling on the artifact recovery
should be studied.
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